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Corticl Panst Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender

Firewall ;
. l G Private networks o Mot connected @

@ Change notification settings

& Turn Windows Defendero l G Guest or public networks Connected @;

Firewall on or off

@ Restore defaults MNetworks in public places such as airports or coffee shops
Advanced settings
@ "0 ' Windows Defender Firewall state: On
Troubleshoot my network ] ) ) ,
' Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active public networks: ™ Network 4
Notification state: Notify me when Windows Defender Firewall blocks a
new app
See also
Security and Maintenance
MNetwork and Sharing Center
@ Customize Settings — [ b 4
- w A " » Control Panel » All Control Panel ltems * Windows Defender Firewall » Customize Settings w () Search Control P... 2

Customize settings for each type of network

the firewall sethings for each type of network that you use.

Private n rk settings
e (®) Tumn on Windows Defender Firewall

[ ] Block all incoming connections, including those in the list of allowed apps
k] Motify me when Windows Defender Firewall blocks a new app

You ca

9 (C) Tum off Windows Defender Firewall (not recommended)

Public network settings
e @Tum on Windows Defender Firewall

[ ] Block all incoming connections, including those in the list of allowed apps
] Motify me when Windows Defender Firewall blocks a new app

9 (C) Tum off Windows Defender Firewall (not recommended)
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Q Change notification settings

$ Turn Windows Defender
Firewall on or off

& Restore defaults

' Advanced settings )
$ Y Window

Troubleshoot my network 2
Incomini

P Allowed apps = -

“— L ﬂ-:e Windows Defender Firewall » Allowed apps w 0y Search Control P... 2

Allow apps to communicate through Windows Defender Firewall

e - = M A Te add, change, or remove allowed apps and ports, click Change settings.
What are the risks of allowing an app to communicate? ﬁﬂhmgt settings

@i 3ale g e WL Jlas¥ls
Bl o 1 < il:__q dod) s Allowed apps and features: o W Al

Private | [ Public | ®
{ [@{Microsoft. AAD.BrokerPlugin_1000.16299,15.0_neutral_neutral_cwSnih2boye... | I

Mame

Ll

@{Microsoft. MicrosoftEdge_41.16299.15.0_neutral_Bwekyb3dBbbwelms-res... [+ O
@{Microsoft.PPIProjection_10.0.16299.15_neutral_neutral_cwSnih2byewyTms..| [ Wl
@{Microsoft.PPIProjection_10.0.16299.15_neutral_neutral_cw5nTh2boyewyTms... bl
Add an app X B @{Microscft. Windows.CloudExperienceHost_10.0,16209,15_neutral_neutral_c... O
) [+ @{Microsoft. Windows.CloudExperienceHest_10.0.16292,15_neutral_neutral_c... [+ (H
Select mmﬁﬂm‘t to add, or dick Browse to find one that is not M @{MiEr‘nEnﬁ.WilI'Idmc!nud&paﬁ&ncﬂiﬂﬂjﬂ.ﬂ.‘ﬁzﬂ.15_I1H.rl:mr_r1$ul:ral_c... ] |
3 ' [ @{Microsoft. Windows.Cortana_1.9.6.16299_neutral_neutral_cw5n1h2bopewy?.. [# O
: [ (TEE1CDE8-49E3-476E - B926- 580E 5396 AD309) )
— _ [ 30 Builder =
W gantiproject [ 3D Viewer r )
| [ Adobe Bridge C56 x64 [
Detaits.. | [ Remove |
= Allow another app... OF
0] 4 | | Cancel i
-
Path: C:'¥Program Fies (x85)\GanttProject-2.8'gant| | Browse...
| I - ':H i |x- |i | I-_u " ; i
What are the risks of unblocking an app? o s Ok M-
% =T
You can choose which network types to add this "—'-J-"‘}l
| o o Network types... | | Al || Coel |
L eee

e il A elidad!l Jeeogs plead! 12,3 IS5



2

=
Tt

y -

Slewls e Oidlond| g OLalll Sl gal fadtad

Modifying File and Folder Permissions on your PC

Crees Aganl g 3 9uing sags ccibaghall Aatadl cralst Ll il a1 sl clatandl g Slalll I Jgungl 3 @Sitl S

Crage | J:.J':;ﬂ_qf:‘.-_‘._...il e Al as ey allaidl Jlesagasll bzl ol alll g ol adeell quJFjj1jgujl:)*|
S| AU Slate plias <lipd] Saads 2l ausis delesdl SLLIL I Jseos!l s

uhjgic_mjlmiamdjmjjlﬁ_p&uﬁh;ujmw@ .(New Technology File System — NTFS)

sl (NTFS) danasdi acait Olale |~th.1;_+|._|3.1| ‘_,S.q.'ju_J..tJ:r_an_tLall' | uﬁyﬂljwmd‘ Josos

LS ya 2 3ol @Sty pmaces Lo ol alnll g ulalll (e e il gamll g naaieindll 4335 culighl cuund oy
L2 g (NTFS) Sutsandl aiattl cilabe altas cslighl )3T e Lgiaia of Lglinad of 3 ifes calutoe sgenilila 3| Jounsl!
:L,_:JE La
LaSaldogantl 4 f.f_:ac._miu J_; (=S @<35) Full Control — Project Properties X
LA Jaaas S le s sl 1132 Loy alall glalll 2 MalS General Shaing Securty Previous Versions  Customize
) ol LIV e YTy el g Ll S Olgpcncanc: GOl Oudipinie

Eimup or user names:

P O B T | (T ;_,j_a.uﬂ_...jﬂ et 1 ((JotaS) Modify —. H8SYSTEM

& 5-1-5-21-2645262342-3145255210-1676445930-1002

Soas e ya ol = agenlale oL I3 2 Loy Administrators (BL-ACAD-EN-PC12\Administrators)
5
U= g0 'J‘":‘ UH:““""‘""""‘“” g (-1'-.‘-"-‘-‘5 ‘”‘L.?s) Read Execute — To change pemmissions, click Edit. [ Ex.
'La'L‘t&-I:j .ibl..d:e-_ﬂ_g QLalu Permissions for Administratars Allow Deny
ey ) a - Full eontrol v &
Cradieionall i i loell uligiea 5 ».u) List Folder Contents sy |
Al Bagacell caldll] 3¢l58s g ISy tladlnligiana o sas e i v
Lm.x._u.i:: _51 Léjﬂ..u; j! Read vy
Wite " v
sl aloell g LAl i s casieiccl] m ey : (341 ,2) Read For apecia pesmissions or advanced setivgs.  SEETERTNG
.3..\.1th- sLlJJ:LnstLﬁlﬂ FLI:.IJLI ,,_:_ﬂ.ﬂ.ls'-_-um::ﬂ Al (aJII:IS} Write
.IJ_'a-_du.T Jj_uajﬂj-u_t'ujjmd_t M:\_JL..H u‘JLuJEH Lh;...:-j.t 2k | Concel | I

Lmicj.a:r_l jl{-'t...i_‘l'_u.a.l.l.

e paul ] g Al Gk gh T Asac

. (L=5Las) Properties e daiial @ cogllall aloell gl calll e cpas¥ 35Latl 550 dadaal <
© . (LY Security g dadle Lle daiial <

© wlisdl e an orasiil] e 2313 20 uliSes <

O degema 5 pnail cliphl Juasdt (5u5e5) Edit ) e daisl <

O s desena gl anil BalnY (2ala)) Add ) Lle daiisl <

O Lol S1n degama ol aumiiis ilighl Huuid ) Aol 8 13) <

&3 dau.:U ool dmin Cya L‘g.ﬁ;.-...u (:Lew¥! ya 3a3ll) Check Names ;e daial <

O .(53150) OK e dniiaal <

(9] s 2aSLa 2 sasasd) dcganll of sl f.:._:.-:._..il u..ﬂ._;_‘;.;L.s;q: <

O Lo 5 3l g3V et paatl] Gaslivn asinn) <



Project Properti e Open
e Secnudy T e Pin to Quick access
ing R Browse in Adobe Bridge C56
Object name:  C:\Users'\Desktop\Project o \ £ Scan with Windows Defender... -
¥
Group or user names: Give access to > E
88 SYSTEM Restore previous versions )
a 5-1-5-21-2649262342-3145255210-1676445930-1002 include in fib 3 ¥
Administrators (BL-ACAD-EN-PC12\Administrators)——, sttt o ‘&
Pin to Start '
To change pemissions, click Edt. Ed. | Sendio 2
Cut
Pemissions for Administrators R b ;.1” : o -5 Copy
] o L]
Full control ‘::"3 3 -2l co
Modfy JS ams S Joadug
Read & execule . a0 . Create shortcut
- | BT |
List folder conterts o cilighl Jle alea o) cale Delete
Read : v Y
Ve |2a Pl § i Jea¥| aloe ol Rename
For special permissions or D = .T_:-"‘)'ﬂ‘“ PSR | Properties o
click Advanced. - |& “ny
,du_gi..dl [_J,.at ﬁ'}l i yoma
= x
Loode ciligdWl o poed Saa ¥
OK
ﬂ_g_;}n -;'-U_g-_'uyl O s da B
- . | 1.4
| Select Users or Groups K Jidadl (e J
Select this object type:
Cioups. o FLt ot Smcusty pancy e e .3145259210-1676445930-1002
From this location: SR Administrators (BL-AQAD-EN-PC12\Administrators)
BL-ACAD-EN-PC12
Enter the object names to o les): o
BL-ACAD-EN-PC12\User1| — EET— 3
Add.. | Remove |
Pemissions for SYSTEM Allow Deny
Advanced... Full control v o »
Maodify v O
Read & execute e | =
List folder contents v ]
Read 0O &
; Permissions for Project a —
| ) el
Security PR~ M o,
Object name:  C:\Users'binar'\Desk

cdgls 131 <0y 200
pealiall (ya gl 13
L?:'r_L.... 3.‘1__.::.;_5.-:.5!

5 1R | P

Group or user names:

ER SYSTEM
& 5-1:5-21-2649262342.31452592

SR Administrators (BL-ACAD-EN-PC
! Y User1 (BL-ACAD-EN-PC12\User

Ol ey Sligal g1y o (e (HSaa)

| OySais (pd L alontl gl calll AuSla it [ 9SS
)l s gl calll AuSle COIS 131 il ga ¥ Jaal ‘ye
Permissions for User1 Mow|  Deny PLAS Sl gyl puinicas bt alntl
Full control (| L] o .,l__..,.b-..n alas e
Modify O ]
Read & execute = O
List folder cordents ] O
s @| O .
| OK Cancel Apply

] # £
Cras aasil clalallglalll clighl Lo 12.4 K2



1, Lo® dilsladl Alamtl ‘&;-..M.HE.LHJI.-.;:.
g"':‘ - it - .

.J.T.l..u'l_"rJq f.Ua._iJ 3:1_1U.| 1;1.1_']‘;51"% a;iL‘[_-nJI slzall LHT & _h

e it gl Ul Lglaan @33 )liis Auma ys el L4 3 yliall clioma !

Juisall altas ¢ye cilaladtl J5-0 (Sandboxing) atgpell Lol Lids s .

et

s Luall sl pull (ALY il puill AnlSa ol yu e bzl (yal Lo
Agallsle

-
n

44—!—!1.!.!1.’!- e

e Ji3 Jua il altad Aol oy 0 3=t A a¥! Jii 230 s ililes alaiinl @3

il 38 lal dygull il alastl Sl oyl milia saie ¥

it IS A e al ol il o 365 oy STt A5 al ) (pal ey
Ol JS 35 S Leia Lol

D5l 3 3l e Loliaatl ilildl Llant 5uatoll wassin

el il a3 gl Andlal Aalaiie 3 ygumy Jukdnll alla il o coudd coms -

|

A4

.6

F

.8

I3 e Lial il zbaigdalatl yoghatt Ll b @uesaill P50 0¥ .10

esbaill Aulee alail say 2ia¥l ol yLae ¥l gyl s



Asgedl 42 gl ﬁ.ﬂi:lld'lﬁl.'l_;s.q._l Eh;,ll,hmlp;é o

e sl Raknd] Poale aliall 2eal flais dal el ;a0 BilaasatlFua il
T o'y ol o 193 . O O

Sussaakd atead dayalckihar Jasdt s o

®e a®
-.I I'H&

B8, s + 088
8 e, "'.'-e'ﬂﬁ'

¥ | — T|| ﬁﬁjljiq

Ministry oFf Education
2025 - 1447

64



el ) Aalai¥ i Aulest Aelsiudf (pa¥ ! Ala @ ieuad CILOET 20lad @il o

il IS (pa (pa ¥ Adae Ciladad le AEa¥ ! (s 3 o

Algis Alslias 254,00 49 ) puilie pldiud S Cius o

®ep 'y 1
a8 = i

8o ® »
“. I-l' & =
@ 5 &
-‘.' Fas _a R W

L]

pul il ayljg
rﬂir.ﬁ:ﬁq-.n Education

I
2y




a8 ) o pad ) daly

gimli_,.u_}_ﬂi

gl g SISt (yal

www.ien.edu.sa

(o ] | (0¥ 2 gl ) SILUES g OIS JSLa

Network Structures and Web Technnlogles in Cybersecurity

o 2l Rnada yuoliadl siada s 5o <3l pscad] Cya¥ 2 LeaaW 1l 1 3dl Capgll i sl A0S m w0 1af
sl Lgunas g ilaglatl Jolasalasl yia 3 gal cpaclSus ujs_uj;Lé_mu.-_uLmudus_MHr Slagl Hulaaily
Cro Hi5Sa A8t il s Y oo 0SS TN e il Bl g ioml| 38 )Lt g e Lt gl i 5 Ly
BINCPANI-E RIS W20 (PRUN) P PR SUPS - JC PREN PY PG PSR IS | PAPPIICH LA (RS PIPE
Jlma 2 Lgigal 3o (S Al il gl glgil e yilin (S cogll il Sl AiSun 355 Lgdnus dolai 515 33
e 55050 301 (DDOS) g)51 2susdt a2 ycilama il Al 4o |55 05 LA J:‘:‘-‘-“u-'-‘ﬁ‘{.g-“ﬁ-.'-'-“-” e
Gilazea Jhe ol gl GBS Cogll il i 0 3aT3 1B Aadein Blile A8 joms LBl 32 505l (e Lgllanigcl ol
it & (SQL injection) SQL &als dusa yu3t (s guaill (paa cilamas (XSS) adlgeld 5 pslall Zowe i1
cogll iz gl A8 Aa 3 3ol A ubiusnd| ULl ] 4 el pul Jaam gl ‘_.LL@‘_AJ_.;LJ}JLM
LalaiWl e AS A0 25 jand S 1 JIEL d.l.u.uu.L‘l_"l Lgilast Lg.ah.v_'au.duimgm' Slagll |.L:.T|3._u_‘.1=l4.1_-.~=u.ul|
4.3 50 2 daalidl Ailesd! ol yus s (IDSS) ‘_j.Lm.Jl._n.mS Aelady Sah Jalall 2 g Ll asgll Glad L5t dalgl
il 2 Al g 30Vl Ama pull byl sels ol (S gy @Sl g Lgan s Lo g 3 ] Ja s Ll 3 pon (335
@Y (o ye b Led A ia¥l el il IMan el pie 2 Al sUad NV 3odlang ( JIaoW A s 0y 0 G a3 1 |20 oyl
Alend! ol 59 i puseadl eV il g e 5,350 Cangll 3 g €Il Lalidl ALY @l

Fundamental Networking Concepts duww Lu¥ | SIS Mm

:(Network Topologies) as.al! Slalaie

Saddly Saladly L amitl J< gl ol 211ELSLAN JSLig Ja i35 3S 501 B 35 ga S L alaitl of galll o i,all o
Onmgll s Saddl
:(Network Devices) as.idl 3 jg
(Routers) cilg> stis (Switches) ci¥ gt fis el 2l 5l Jlasy! Mg:.ll k¥ 3eN gu;s: -
.(Access Points) Jgw g1l dalasy (Firewalls) aslesdt ol yas g
:(Transmission Media) Jail dajlwg
Aslond) AS LI LIS Jag A I 25 3 ¥l o Ll 25 LgtSa (e @ 3 AL 3L ol 303l J3lagtl o
S18 (51531 1 J2a AL sl izl A Sguall LWl ol Ay ygonll LIS 5l A 90 301 s MLISI - 434 (Ethernet)
.(Cellular Networks) agtstt Silseatt 5l (Bluetooth) & g el o (Wi-Fi)
:(Network Protocols) as..att &Y ¢S 439
clade 2 Vgl Janty AN Jals cilaglall J3L3 jea¥l Jlail Bua S shai ol paig aelgdiosama oo
JeSei g EJLA.}}‘I (Open Systems Interconnection — OSI) as giat| aelad™ oed | das 331 73 g0l (0 Lalizes
APsUDPyTCP3FTPgHTTP/S ¥ sS5i g ps Alia¥l yaunig ;TCP / IP



Fundamental Networking Components dwlu¥ | OIS .—.:1!:1;5‘.;

:(Switches) &Y gl

Junsis.(Local Area Network — LAN) adoe aSics 151y il 3S o dn 5 Sy 65l 3S0 211 3 56| oo
335l Lgilga g Il Sl & 3o Jgung (e aSTal 35423

.(Routers) cilg> sl

sl J230 318,31 jliall 5oty sAatiiedl A AN fy lilatl o 3o dun g s 31 354231 o
:(Firewalls) aslesd! oyl yus

ey iiun 330ma el mjauiu'_u”_mw@u_,UﬂMIuuudﬁiﬁsﬂjdlfumaﬁg;ﬁ
ALl Lyl ilamgll g ds g huall 5l Jgiogll ope Rulinlatl il LA

:(Access Points) J gw ¢3! Jolas

o 53431 ps ool g3l 5 B 80 JLaTW oy0 LgiS g6 5231 3502 VL LU ¥loasl 05 311 3 2013 5 o
.JPE*I Lolai

Fundamental Networking Protocols dwwlu¥ 1 SISl S oS o5 g

:(Internet Protocol = IP) i 50y J9S 459 s

33 geadll cilgagll I Lglgng pains Lo ulSLATI e Lgguongig il @ 5o Aigie (ye J95uun

:(Internet Protocol Security — IPSec) [ya¥1 o 2251 JgS 559 o

JS yeiiigimslias I (pa (IP) cu 53301 398 95 9 ¥l opnalid daliimt i ci¥5S 539 5 Aegarma 1 yud
(Internet Protocol Suite ) ca ,2a Y1 O 98 939 p de joma Aol 3 EN 4500 2 ey lilidl 33052 [P da s
(IP) o, I 68 5395 3Sei pue Guadaill il 38 5o (6] Bslan 2 e lins Las

:(Transmission Control Protocol - TCP) Jaiil eSidt J9S 559

ilaglall 38055 )la] g bl a 3o Jealiy 3}9;5.::*! Cro Jlead! L3S 1M ya Geiga S alSLadl (155 fyauins
A 2Bl Aado J 9S 539, /AL Ao (yal J3S 539

:(Secure Sockets Layer / Transport Layer Security — SSL/TLS)

dﬂefﬁiﬁ:?duj&mwﬂjw1 aljl,_.:.ﬂhd_.ia@f)h‘i,_:M!_ﬁ_c @ié@:!;ﬁh@jﬁa?ﬁﬁiﬁ
Ol bl J35 et 3l g 558 clatailly i g 2SIy .J_,m,_mjh_._,dﬂtiﬁltmu

:(User Datagram Protocol - UDP) ,«.u-....u.l'. Slbiloajs JoS g9

sagall el 3l Collazs ¥ LgiSty wnbshadlt mﬁm_mg_aluw%ﬂfmu 3ga sl JoSgig s
(TCP) Jaulls @Sl J5S 959 5

:( Hypertext Transfer Protocol - HTTP) adid! 4l d.a.idjs_g.ijﬁ

Al gy Jloil al izt ks aslang (cagll maeaia JEL Jure o) June oo gl e il ggumll JaU anit
(S 3uaall dailiagll yuslicg jseally yogaill J3Ls mas Lea  (TCP) S @Sl J5S g9 0

:(Hypertext Transfer Protocol Secure - HTTPS) (e ¥ adldl ;aill (|53 J S 959 »

MdﬁyjﬁfwlmH‘J}SyjﬁfM (HTTP) ‘_,.u.fﬁ:nﬂu.adld.aa‘_]ﬁyjﬁu_nwi desn|
3 i el i ( TCP) (st ot o s bl izl gy (TLS /S5L) e st

:(File Transfer Protocol - FTP) cilat! J55 JsS g5
Leslols Leb s mlalll Juemts crsnieiwall mews Lo ALY e anlag e o lalll Ja it old (J5S650



:(Secure File Transfer Protocol - SFTP) [ ye¥i Silatlf J23 J ¢S 539 0

sl (Secure Shell - SSH) (a1 Jaidl J 98939 aimivw dos (FTP) CLalll (55 J 98939 3 (30 (sl )l o]
slaltl Jay calideat cpa¥l cya Bialin] 3ads y0g% Laa « Jlu ! o LT il

:(Domain Name System-DNS) Sl3lkautf elowl allas

Creslie I (Www.example.com gLl Juew le) Laie! 53 0y S il Bl il ol S s 5 ag s J5S 539 50
CHUPOV-FANESIW IPTES (5 N0 R PUT RS - (PO I PO ¥ wmﬂ@—w Los  (IP) ;2531 S 439
.(Unified Resource Locator -URL) _'._-.._91$.1J1311 adge 3ioua (yiglisS Lgagh fguus

:(Dynamic Host Configuration Protocol- DHCP) cacasls Seealindl alue Y1/ A0l J 98 99 0

S5V Al 3l el /3%gs cilagleas (IP) SN J 98 539, (glie Oy W{EIPYEIPELI0-A 31 JsS5is
J9S 879 0 yuglic fr yoasladll yLaloea u_aLjJ.uqu_..nﬂ 5,1l A_J.q.:u_dd.g_u.l Las.aSu S 1 3gagll nﬁ_-..}U
(IP)

:(Simple Network Management Protocol -SNMP) dacud a5t 3 ylal J oS 539 0

L1l Jgm ilaslall @ulaBigaan O3 (e plsinll g ol onll g ilgn sl s J5a A0 01 3 5 g2l 351315 231 51 J9S 539 5
Lgitla g lgalazeniil g

Network and Web Security Technologies cw gl g SISt (ol CILCES
Aalxi¥ 5 llal) Lodhes Tulond Fabinl| ALl (pal ol iy WS 53050 alaiet il g Gl sl (031 2 ol (s

13 )5 pung Legel Al cpal el pa] 36T L Loy L"*ﬁj-‘j Lo poe Olang

Intrusion Detection Systems (IDSs) dlu.u." 28 Al

332 le JSYs o e o oy Limy 380801 2 il S o 3153 4ial 2035 ya (IDS) ‘_ﬂ_.u...n._n_....s,-.Lh.i

g BLAK Lo lgns ol Jloall 2 2S A alai¥ S8 L enl s 38l 2 ial Gl 35l o Hls daliss

u'L.:j.n_'iLm‘ng.uLu.n .J_--Jl j‘ 1:._9_1-_5_11 n._d!La.-Jul:d.q:.'F'j Eﬁyﬁuhﬁm?bwldwz&mw dloi=a
(1DS5) gl s aats

(Netwurk—based IDS - NIDS) MIUJI.L..:....J.I' Mlmﬁru:.l .
d_-,t_).a.a.ﬂ J—‘-ﬂdj-@j”i—ﬂ;-f-u}ﬂ&! j! dagiill Lo L Oye Seme 09, A AN L AS s Lola¥ ‘JAE_}"'H |..L¢d.'|_-:-_|
:(Host-based IDS - HIDS) cawuall 3 il St (aaS pltas
i—lﬁlfj d.ax.dl s_',Uc.:r_AuL...ula-.j‘ i:»_‘i|_9_-»J| J.LAM:U.P ‘_’.L:{!DS) Mldfuaau.ntjﬂq |.L¢t..-r_l.l.l'_'|{.ﬂ.u
LC)""“‘J"“;J}‘“ﬁﬂ nt}_._’...! -;_1-|J_._.,.j_q.L5 u.cl._.:-_-c_,.l_-a-_ll‘aLIa.n.'Fl n..IaLr...n.'liaUd.dl | A

M" ::ld-"J"

j._-rl_g;gf.ua;k;;f.;:z.S Joi
Demilitarized Zones (DMZs) 4 jlal Gkl
Gogl! s da Lo A< S g A da my1@:@&m1mgfuk(DMZ)ujumwélﬁ
9581 s I ilauSl J ey s g0 dsLesd! yaﬂaulm,ypm[aﬂﬁ@@ympyn : e Lo
o PR | t"’ajtj}lj‘u.}“j leaafelld dal o) A5 AT LF?M' Ja pudl ‘:._‘ilj_-'uﬁ gl ‘ra_ﬂj_%.. dlﬂv‘-:.-_u:uyl g Lg._l.Tl

(o



G S5l Alaizma il 435 an_‘g-_mL_gi Sy sl gl @i (DMZ) atjle aataia 2 o 2ol jie Led| Jgangll @ A
el Gaima e Blisdls ciligall fyagSall a T R S ER UL [ LA [ P La , 305 c¥laial fyps sl gdalasl
Aalgll Lgibila g Lgaalas™ o a¥l oya

i bt an ik e ayalt 2ol 25,21

G2 i pils dage i g ol

Fei

(DMZ) ajlal aalaitl 3. 2 3 .0K.0 1 2.6 S5

i

Virtual Private Networks (VPNs) dwolial! dwai 2% OISl

UL 3amy 65500 A2y a1 Slem oo 12 g Uial Wil & 252,035 o (VPN) uslind! uial ;58 Y1 2S04
(3 aad) A g el Slea e Lgmadhon s gait] cbilaadl g pan Ao lindl Aaal W1 S| a3 yue
Adal yo lLE yue LgJL.;..JL..\_L:,;_:,_‘m.E.Lij; doolewsmt! laglall 15y fyaiiny Las

il duagins Blesy 4l iadl 3503 Galad 1 Jie dialinl ol jus (VPNS) Auolinl Al 58 Y1 SIS 5555
e 31 32V el 5 Bl 13 ye 23l IS By elimill s ol il @ Aa¥l el A I s (e Jgaoslls 7 Lead
eyl al il s US1 dpngansdly el e dalanll slgu 2

=l pmad ot e Ssinl gl Sl (e Aol 1 JIES
(VPN ol ( ])) (VPN aalsd ¢
r  { f

A 3 ( A A

= | v - -4 = - 1
. * # —_— = .

: - : : : .

,}‘-‘h_}-_lﬂq_rﬂ-l v .J"-'".r"‘l.}ﬂ" Jﬁ.ua:' a2 _- .

(VPN) aala diss! el ag. sl Lis:2.7 Jsa

dolal! AU (G108 (51 ol A e U5 jgo | Dales

Protecting your Devices on a Public Wi-Fi Network

Y e Babiell cilani! I Jgamslh LSLa 1 ol 2 alall 2,031 (WiFi) Lo gt l€u s aluaseil 2
Juzmal b Lo clililog el peal 03 fdegine Lial ylolia dic ity a3 3 ulill cullolaa ¥l ¢ s Lgal aie ol ¢S
dalall ALLOI glo gl Al aluziinl sie uljgal Lleat il Lall

.(Mobile Hotspot) at Jlad! akasis | clasla oy ansenl
§ama Jse=d L A

g JLasyl 2l ) ane e AL (WiFi) sl1a sig ol JLasyl ‘_]ﬂ.-...‘;ﬁ:._a::njil

Aalall gls (glgll BSLE yue Btall of LI LIS Loaliun cilaglon S5 Cllazs Lolga 355 Y

'.!'..-".-r

Aaladl gl gl gl ALE yue clililiaat g 0l cilalS Gruaisolels @35 Y

(VPN) @uolsd) dui| ;5 Y| 2808l daus a it
Lial 391 HTTPS oS 53552 cye Lisge HTTP 5S35 0 auieiod il cngll cildin (o
«alijgal Sle 3,lgll 3,10 dans L2l
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Network Monitoring and Packet Smfﬁng
¢L|hJ_I.:'LGJL....J| ‘:q_u‘_._,.d|1=)_-».]| J_J_‘a-ujta_ulj:d.s:_mﬂ uLLJASPm|Jl‘=MaJJJ.:u|P1 .J-:-j.'r

«( Packet Analyzers) Sl a3 Ei ML o and il g dlalgsclsl yo¥! ﬂ..!-.-ﬁ.l.u_u{.q.uu..-.l:-
+Lﬂj._l.|.u1._'|'l.l-1__l._d' ﬁ)%d;d"”‘—‘ljjlj-'sl __1._--..1 (WIFESI’IHF"() ‘JJL“J-_"jG'_—“L‘):‘ .J_i:_\\j-

EPJ._L@L&:IL).&EJ?MJM:U ryraacslile inq}_‘:-LJj_L:j_& (Wireshark) i la iy
s yall & yodl laglas Sgina s g Lot cilaglas Sgina vo L= wibigiiueadae e el
odeally Jlop¥ ey Jia dun 5ol a3l Glaiicilagles le Jpumandl 30 01 el o LS
! IS i @il |t B ga (35S (3 S il B3l (ul 5 iy« IS 539501 6535 A sll s

Al W 3ay:2.8 2

ok | QR]‘ Ay ~‘:1#||_"_’H Jﬂ-"‘)—” Q—ﬂium-__hja_ﬁuﬁﬂ LJ".._}J:“ i < ﬂf! A e 4 :.--_:al
<L il gabi https://www.wireshark.org/download.html

Monitoring a Network with Wireshark & yL& g afldSoiu by ASTLY A3 e
.(Wireshark) «la patgas il JLgia,gq.!ju.L.-_g":’i P

il yLl il g At s Mi :L‘&'rﬁ

O (=Ll cls.al) Available Networks 3a3la o yel s sl )Lyl s Guidal il <

© . (L) Capture jal Lle daisl <

3 PR ORI Gl a8 e dagial (Lalan¥l wulgaly) Capture Interfaces 32als (ya <
O .(..u) Start ) Jle dail <

O aan 2 clilu a3e 38053l <

O acai asl ey (wala) Stop ) e daisl <

e Wiresha etwo nalyzer —
jrhw hark Metwork A a O b4

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am o [ PRERs+*=TIFEQQQN

_ll [.t-,r_u.ﬂya dizplay filter ... <Ctrl-/> =3 '] -

o Eaptu re

- usineg this filter: [ﬁ [E.‘ltr_'r a capture filber ... "’] IAI nterfaces shown ™ |

[ ILocal Area Connection® 8
Local Area Connection™ 7
Ethernet i . S N N
Local Area Connection™ 6
Adapter for loopback traffic capture MM

—— e Lis {u..:'a
A LA QL,,_‘:-*‘ | a
Learn : e
User's Guide *+ Wiki * Questions and Answers * Mailing Lists
You are running Wireshark 3.2. 1 (v3.2. 1-0-gbf38a67724d0).

7 Ready toload or capture | NoPackets | Profile: Default -

U



Ml The Wireshark Network Analyzer = 0 X

File Edt View ©Go Capture Analyze Statistics Telephony Wireless Tools Help

AdnzZeimmBee>=7sEEaqam

'ilﬁﬂﬂ*'.fa display filter .., <Cirl-/> [ = | .]+

Wireshark - re Interfaces A
E Captu

Input Output Options

Interface Traffic Link-layer Header Promi: Snaplen (B)  Buffer (MB) Monitor Mode  Capture Filter
Local Area Connection™ 8 Ethernet [+] default 2 —
Local Area Connection™ 7 T Ethernet | default 2 — not port 3389
> {Ethemet OIM Ethernet 1 default 2 - not port 3389
Local Area Connectien™ & Ay o Ethemnet default 2 — not port 3389
Adapter for loopback traffic capture ______ | BSD loopback [+ default 2 — not port 3389

dalismall ausgll pSa% iie
.( Promiscuous Mode)

Ao pex AN Agal s (o pas

il Lglamils il 3,0

[] Enable promiscuous mode on all interfaces

Capture filter for selected interfaces: | || |not port 3389

r
not oot 3
bt it

Start Cose | Heb |
Learn
User's Guide - Wiki © Questions and Answers - Mailing Lists
You are running Wireshark 3.2.1 (v3.2. 1-0-gbf38a6772440).
O 7 Nointerfaces selected Mo Packets Profile: Default
wing from Ethernet (not port 3389) = O >
Fi it View Go Capture Analyze 3Statistics Telephony Wireless Tools Help
amge mREQRes=TosEEaqan
| apply a display filter ... <Ctrl-/> £ -]+
Mo, Time Source Destination Protocol  Length Info ]
a7 7.484476 199.8.8.56 199.8.8.255 NBHNS 92 Name query NB WPAD<B@>
98 7.451549 199.8.8.56 199.9.9.255 NEBNS 92 Name query NE WPAD<@@>
99 7.452177 199.8.8.56 224.8.9.251 MDNS 78 Standard query ©x@88@ A wpad.local, "QM" question
1@ 7.452333 feB@: :6d45:6973:658... ffe2::fb MDNS 9@ Standard query @x@@28 A wpad.local, "QM" guestion
181 7.452815 fed0: :6d45:6973:658.. ff@2::1:3 LLMNR 84 Standard query 8x9%be8 A wpad
182 7.452945 199.8.8.56 224.8.8.252 LLMNR 64 Standard query @x%he3 A wpad D-
183 7.638237 199.0.08.37 199.8.8.255 DB-LSP..  1B8 Dropbox LAN sync Discovery Protocel 5

Frame 1: 84 bytes on wire (672 bits), B4 bytes captured (672 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D98E3A2FA}, id @
Ethernet II, Src: Dell 98:d5:40 (bB8:ca:32:98:d5:40), Dst: IPvomcast 21:00:83 (33:33:00:01:00:03)

Internet Protocol Version 6, Src: feB@::6d45:6973:6586:2a21, Dst: ff@2::1:3

User Datagram Protocol, Src Port: 58097, Dst Port: 5355

Link-local Multicast Name Resolution (query)

W OB W W

BB 33 33 00 01 60 03 b8 ca 3a 98 d5 40 86 dd 60 @a B3F-reens gl
B218 33 34 20 1le 11 @1 fe 50 ©0 OO0 20 90 908 90 6d 45 Tl R e Tt mE
@828 69 73 65 B6 2a 21 ff 82 ©° 80 20 02 00 20 /0 00 isEs®] s sesreses
8230 00 00 00 81 90 83 c3 bl 14 &b 08 1e b3 94 36 bd  cccccccr seeees 6-
BO45 OB B0 00 01 20 00 00 B2 00 BB B4 T7 TO KL B4 BB 0 cccescan e wpad -
PESE 28 81 88 a8l
ﬂ-ﬂ@,a &
ooy " o« @ Ethemet: <live capture in progress> | Packets: 103 - Displayed: 103 (100.0%) | Profie: Default

L
'a‘lll' ¥

. Ll plgalanial a0 33 ,.12.9 K

il =il aglig
Min sy of Education

" L
i



Analyzing the Wireshark Output &I L& i g ula-_,.a..a ‘_Ld:-u

iﬂimul:ujja;}hiuqﬂaiud1 J_u:s_ihl_uﬂ ia.‘):n.t_gﬁ.qu:n_lbLuﬂ L}-‘J—'—'s-” t_IJLwJJle1 ,J.'l:n-_.au.a_}.i_t
a> gt .(Packet Details Pane) dejsdf Jwolai gty . (Packet List Pane) dajotl aoild asgl: ay

.(Packet Byte Pane) e jou1 Silsle
The Packet List Pane da j)! 4e3l3 do ot

oL 3yl s ke g ulirg (Lt y] of e jandl adlinl cdy Il cdgll sgac yudy:(Time) g

ol Gl 1P (lgie I juiall sgae yuiu:(Source) sl

Agasll IP Olsie I Agagll 35ae yuds :( Destination) e

il LW 5S35 N JsSsisl 35ae sude :(Protocol) J 5839 ot
Ayl Jsle A Jslall 350e ju :(Length) J glatl

Aayadl Joo dalisl cilagles yaiell dgeall ol :(Info) Sile glall

Source Destination Protocol Length Info
(Laaasll) (2g>3l) (JsSs5a) (Jslat!) (iloglaal!)
Ml “Ethemet — | *
File Edit View Go re Analyze Statistics (Telephony Wireless Thols Hdlp
dn 6| BRBRec=TI==Eaaalm | | =
lﬁpﬂdvadmlav fiter .. <Ctri4> Ed v+
L ] L J L J L 1
Time g— Source Destination Protocol Length Info @ -' |= A
19 @.454862 199.0.8.154 199.0.0.46 uDP 973 3389 + 56898 Len=931
20 8.595584 199.9.8.42 239.255.255.25@ SSDP 216 M-SEARCH * HTTR/1.1
21 8.6087892 199.9.8.46 199.0.0.154 uoP 6@ 56898 = 3389 Len=11
23 8.720223 199.0.8.154 199.8.0.46 uoP 1219 3389 -+ 5689@ Len=1177
25 @.738110 199.0.8.154 40.69.222.189 Tcp 54 57163 » 443 [ACK] Seq=2 Ack=2 Win=1826 Len=8 -
26 8.744110 199.8.8.45 199.0.0.154 TLSv1.2 97 Application Data {—
27 8.751879 199.9.8.46 199.8.0.154 TLSv1.2 97 Application Data :
28 @.75195@ 199,0.8.154 199.8.0.46 TCP 54 3389 -+ 59329 [ACK] Seq Packet List Pane
29 @.768463 199.0.08.46 199.0.0.154 TLSv1.2 104 Application Data e S 4
30 @.773324 199.8.08.154 199.9.0.46 uoP 1282 3389 - 56898 Len=1248 {"'-“..?-‘,"-" EPMER BN ) =
31 @.773367 199.0.8.154 199.0.0.46 uoP 1279 3389 + 56890 Len=1237 )

€

l >

t Frame 24: 6@ bytes on wire (4808 bits), 68 bytes captured (486 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D98E3A2FA}, id &
Ethernet II,
> Internet Protocol Version 4, Src: 48.69.222.1089, Dst: 199.0.8.154

- Transmission Control Protocol, Src Port: 443, Dst Port: 57103, Seq: 1, Ack: 2, Len:@ |

Src: VMware_55:67:07 (0@:0c:29:55:67:87), Dst: Dell 9c:e5:c3 (f8:b1:56:9c:e5:c3)

Packet Details Pane

(a.qj_-:m Jalas 3 gt)

fE bl S69ceSc3@@ec 29556fe7eseaEee v .- }m---E-
@18 9@ 28 3a 3d 40 00 65 06 od 46 28 45 de 6d c7 80 - (:=fl-e: -F(E'm
828 ©@ 93 @1 bb df ©f fa 64 c6 7e 62 18 fa ab S@ 11 -+ +---- d efe--P-
838 @3 fe d7 15 00 00 00 00 OO0 00 0O 00

Packet Byte Pane

(dejdl liludagl)

EF wireshark_Ethernet_20200124090408_a10928.pcapng Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profile: Default .:

2,80 Ad o ool yun 12,10 168



The Packet Details Pane de jsut! (Juolas ds o

» Frame 24: 6@ bytes on wire (48@ bits), 6@ bytes captured (4808 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9GE3A2FA}, id @
» Ethernet II, Src: VMware 55:6f:07 (@0:0c:29:55:6F:87), Dst: Dell 9c:e5:c3 (fB:bl:56:9c:e5:c3)
v Internet Protocol Version 4, Src: 49.69.222.189, Dst: 199.8.8.154
818@ .... = Version: 4
.+ 8101 = Header Length: 28 bytes (5)
» Differentiated Services Field: @x@® (DSCP: CS8, ECN: Not-ECT)
Total Length: 48
Identification: @x3a3d (14989)
» Flags: @x4888, Don't fragment
...0 0089 D000 POR8 = Fragment offset: @
Time to live: 181
Protocol: TCP (6)
Header checksum: 8x8d46 [validation disabled]
[Header checksum status: Unverified)
Source: 48.69.222.189
Destination: 199.@.8.154

- Transmission Control Protocol, Src Port: 443, Dst Port: 57103, Seq: 1, Ack: 2, Lenz@

dayadl lualiidsgl 12,11 K2

hJLJL&JLJJE:;lduFLhuiﬂJl LngLJ;{};J
daymll Jg> duding J

* > Frame 24: 60 bytes on wir
> Ethernet II, Src: VMware
—= V¥ Internet Protocol Version

,Lglil::qqu E?Jdl ﬁELf;u]1;_JLJt}LtA

ASILS AL aial) LS i
Tllui;*n:Jh[F:LJESjajjem::Lnﬁltﬂ ‘JJ

The Packet Byte Pane 4a jJt Slila 4> !
.(Hexadecimal) L;,.......n{_,....#..t..dh_,wl_mj.u-_u 4oyl bl (Packet Byte) aa joudt Slilo A gl gt 4 yos

@088 f8 bl 56 9c e5 c3 RIIEL 55 6f @7 e3 @@ 45 0@ - -V- - -[RWo- - -E-
216 00 28 33 3d 40 00 65 06 ©d 46 28 45 de 6d c7 8@ - (:=fi-e- -F(E-m--
2822 90 95a 01 bb df ef fa 64 c6 7e 6a 18 fa ab 50 11 -« - - - d -~j---P-
pe38 @3 fe d7 15 00 90 @0 @@ 00 90 0 00

O 7 wireshark Ethernet_20200124090408_5 10928.pcapng || Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profie: Default
dapodl bl da g1 12,12 K2

daglae

aulild Gd.aj}:.si ;L&.J)sy Y 1§ pdiall punliad| BaaiZIls D jond| Dbl A 98 (Wireshark) it jla a1 oo pa

i‘LiJEflh,a‘;’uk:tﬂiurl.LI}¢JL:hJLJlJL¢jJIL}JILJJLJQLS:LLLL‘E Fdlﬂ;ll1;Lﬂ;!_i‘JJ¥_LL1r:hidaujlh:liliL[}ﬂul1LJtJtﬁJiJEh=Lrﬂ1]

- L-_;‘__p.uﬂ1 u.uLLuﬂd.uu.c.dI'ﬂmlt_uu l:;:.ﬂuhjamd..d:ug‘_,a)ﬂ D gl Oma MJ)h}ﬁjJLML(A-F,D 9] d’).:-.]l
e .

298¢ ", -ldl;:ullduuul;uﬂfl;;Luﬁ;Ilﬂ1L411J3f14}J£L:L[}gauaiqﬂai:ujjuqlJL¢Jj|xL{JLaJLJZEquuu'LiJILLJLEJ¢HJI‘}JJL:J[’LJﬁfjﬁE!JjJ_:EL
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Analyzing a Wireshark Scan & HLd jof g asd (Ldoo
[B] oGl byl & pamdolilee o i sl olily 33.5 Julatt o)l 5olgalassl <&

e Ja30 el A8 A Lo ogrdiadal il e jglall Dngima B ale anil i o i Lglada
: N sl 1 cpa calll (3

https://bl-xtrransfer.s3.amazonaws.com/KSA/G12/CYB/U2/L2/Scan_results.pcapng

shark Network Analyzer

$ 5Lyl g Cale piat

 File View Go Capture Analyze Statisti
Open Recent e o{zr'_&] ﬂpEﬂJL_n-ulaJn.i...a! .{i_d.l.q] FllEﬁHhHﬂuﬂ{
Merge... | . - — . = P P
. o
: cala il (dalm cala Open Capture File 313l fya <
Import from Hex Dum... -
i el é3 (Zld! ,==3) Scan_results.pcapng
Save Ctrl+5 - 9 - { E__'.ﬂ) Open e dasial <
Save As... Ctrl+Shift+S P24 -
— | O it 1) bl S e 2818 71,5k asill Cale agdi <
ile n: | - a - s -
" |
Export Specified Packets...
Export Packet Dissections b 0" M Wireshark - Open Capture File »
Export Packet Bytes... Ctrl+Shift+X i Loskin: | 2] Documents v @& @
S . 2,
Export ILS Session Keys.., ;
) Quick sccess
Export Objects L4
Frint... Ctli* P Dﬂﬁﬂp o
Quit Ctrl+Q = i
.“ File name: Scan_resuits el L _Open |
Librames e
Fles of type: | Al Files X Cancel
_! " Heb
This PC
Read fiter: | Fomsat: Wireshark/.._ - pcapng
* et 'H'-n:_*' dﬂ_tdﬂe:lrpe T Size: 5046 KB, 14357 dela reconds
Metwork Start /elapead: 2020-03-03 14:22:21 7 D0:00:33
r | Scan_results.pcapng = | >
;File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dgmoie | DREB QRes=EZF i EF=EQAQQH
. |.-'J.F1:I|';.' a display filter ... <Clrl-f> [ - '| +
40, Time Source Destination Protocol  Length Info s
‘!.I"' 1 8.e00000 199.8.8.46 199.8.68.154 TLSv1.2 97 Application Data
2 B.000e74 199.9.0.154 199.9.9.46 TCP 54 3389 -+ 51549 [ACK] Seq=1 Ack=44 Win=63346 Len=0
3 2.885153 199.8.8.154 199.8.8.46 TLSv1.2 196 Application Data
4 B.816836 199.8.0.46 199.8.8.154 TL5v1.2 184 Application Data
> 8.832026 199.8.8.46 199.8.68.154 TL5vl.2 184 Application Data
6 8.832186 199.98.0.154 199.8.0.46 TCP 54 3389 + 51549 [ACK] Seq=143 Ack=144 Win=563746 Len=08
7 @.e48186 199.9.0.46 199.9.0.154 TL5v1.2 184 Application Data
B 8.864814 199.8.68.46 199.8.8.154 TLSv1.2 184 Application Data
9 ©.064088 199.9.8.154 199.8.0.46 TCP 54 3389 » 51549 [ACK] Seq=143 Ack=244 Win=53646 Len=9
18 @.eseea7 199.9.8.45 199.8.9.154 TLSv1.2 124 ﬂppli::tltibr'l Data
« »
;:- Frame 1: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface ‘\Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D98E3A2FA}, id @
» Ethernet II, Src: Dell B9:6a:2f (Bc:ec:4b:89:6a:2f), Dst: Dell 9c:e5:c3 (¥8:b1:56:9c:e5:c3)
> Internet Protocol Version 4, Src: 199.8.8.46, Dst: 199.0.8.154
P Transmission Control Protocol, Src Port: 51549, Dst Port: 3389, Seq: 1, Ack: 1, Len: 43
> Transpert Layer Security
220 f8 bl 56 9¢ e5 ¢3 8¢ ec 4b B9 6a 2f @B 00 45 00 wifiianias KR
8218 08 53 17 fc 40 0 80 @6 53 e@ c7 0D 00 2e c7 B0 Sl Seore,
8822 B 9a c9 5d @d 3d bf fa 49 c7 34 81 @3 74 50 18 ve]rmee Tods kP
MRS 20 14 20 65 00 B8 17 @3 83 20 26 o0 80 20 2o o “ @eves o
walal @@ 37 22 34 5F Bb 48 6Ff d9 54 fd 43 c6 e2 53 ab 74 -Ho -T-C--5-
y @052 S5e aB 45 00 ce 97 ff 3¢ 4d Be 21 d6 d8 6b 98 34 ~E----< M-!-k-4
gase 7b {

wlla g ale 81213 K



L_d41=LJihq};h-Lj_iﬂ;Ljag_Lﬂnli—}¢=t==all|L.dLlJlLJ1-ﬂ_La:h:yLJit.jadgatJ_nqj LjdﬁlitdijlzE_JlJJ'_}‘qq}tJ:erjl dLJ{JF=nJ1 a—JLJLﬂ'd_#:BJJéL.LJ-IJEJ
EfH?SL}ll fh:[&:h][ﬂ ( :Huﬁlj1) L;LA.L==4;ulJ a4}§:h1 L;LJ;.J)l;;J

‘ Scan_results.pcapng = (1] X
File  Edt View Go Capture Analyze Statishes Telephony Yireles lools  Help
|dm e I 2RE Re==TF 25 :I_F.G.G.E
“_ |A|:lp|',' a display filter -t:firl «f [ | '| +
Mo. Time Source Destination Protocel  Length Info &
s 1 B.QBBEEE 199 B E 45 199.8.8.154 TL5v112 9? Appllcatiﬂn Data
3 H 955153 199 E+H 154 199.8.0.46 TLSv1. 2 195 Appllcatlﬂn Dﬂti
4 9.816836 199.8.8.46 199.8.8.154 TLSv1. 2 184 Application Data
5 B.932826 199.0.08.46 199.9.0.154 TLSwvl.2 184 Application Data
6 B.832186 199.8.8.154 199.8.8.46 TCP 54 3389 - 51549 [ACK] 5eq=143 Ack=144 Win=63745 Len=0
TR PLR Y RR e S T 190 A&7 54 TiSul 7 184 8nnlicatinn Nata | Jis
€< >

» Frame 2: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{28219041-4EDB-41EC-9A3B-A27D9GE3A2FA}, id @
> Ethernet II, Src: Dell 9c:e5:c3 (fB8:b1:56:9c:e5:c3), Dst: Dell 89:6a:2f (Bc:ec:4b:89:6a:2f)
» Internet Protocol Version 4, Src: 199.6.6.154, Dst: 199.6.8.46
¥ Transmission Control Protocel, Src Port: 3389, Dst Port: 51549, Seq: 1, Ack: 44, Len: @
Source Port: 3389
Destination Port: 51549
[Stream index: 8]
[TCP Segment Len: @]
Sequence number: 1 {relative sequence number)
Sequence number (raw): BE8870268
[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 44 (relative ack number)
Acknowledgment number (raw): 3220851186
8161 .... = Header Length: 28 bytes (5)
» Flags: ox@le (ACK)
Window size value: 63846
[Calculated window size: 63846]
[Window size scaling factor: -1 (unknown)]
Checksum: @xBee3 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
» [SEQ/ACK analysis]
» [Timestamps]

@0@@ Bc ec 4b 89 6a 2f T8 bl 56 9c e5 c3 ©8 @@ 45 @@ - -K-J/++ V- E-
OG10 @0 28 @4 dc 42 PO S0 96 ©0 90 C7 00 00 9a c7 @0 (- e
020 00 2e 0d 3d ¢9 5d 34 81 @3 74 bf fa 49 f2 50 10 -..=-]4 -t -I.P:
pe3e 9 66 Be e3 @@ 00 A

| () ¥ scan_results.pcapng |_| Packets: 14387 - Displayed: 14387 (100.0%) || Profie: Default .

e ol Jaeolis Ao gll bl cila el 12,14 IS

S ;20N S 939 0 (11900 5.199.0.0.154 (Source IP) J..ua.;.u SN J9S 939 (il ghe (195002 @B da 0l 2
(TCP)mhwudjsyjff.lmba_ﬂPM! 3lg> Ju »39.199.0.0.46 ( Destination IP) dga Ul
(‘_,.E.tn.ll Jaia) g 1aieS 51549 1aill . (‘_].a.u_).ﬂ 3iia) jauall JiieS 3389 Ladl J.-.-:J.....Q.IL u.al_‘-d!

No. Time Source Destination Protocol Length Info
1 8. M\E 199.8.0.46 199.€.86.154 TLSv1l.2 a7 ﬁpplicatiun Data

. 4 (199.0.0.154 | [199.0.0.46 | (fce | 54 3389|+|51549 | [ACK] Seg=1 /
3 0.005153 199.0]0.154 199.0.0.46 TL$vi.2 196 Agplicatign Data
4 0.016036 199.0/0.46 199.8.0.154 TL$v1.2 104 Applicatign Data

5> ©.032026 199.0/6.46 199.0.0.154 TLIvl1l.2 164 lication Data ]

,J,L*ga;d1 IP ;:k;j;:::) rJnlﬁﬂh;J].JHil;




(Snurce |P)M:&F&E|Jﬁﬁjfg1j_lcgi dlaa Mo ol €3 10214 @5y dajnll ;57 Jlia 2
._,L.-,jju b‘.ﬂjﬁ;lgg 0.0.154 4 » (Destination IP) dg> gl ._._U_...su,s,.m_.ulj_mj.l?z 217.23.99
‘H_:n‘.l_ LA.A BDj_ah .l--d.l-u FJ}(TCP) Mhp&d*dﬁj&jﬂj&iﬁm1 JLu.J'E” J}Sj"_i)‘ul L;..:u! :Ln_)_-m

Ij_t_-t_l q._uja_-:-_n....a J9= fn,.l_.'Lr_n.ull O L.,,_u_l laag . (HTTP) ‘_,,.n.l.&l“ u..n..." JJJJ}S_’.‘I}J—I“—\ NE S {.‘r”
- M Scan_results.pcapng - | o4

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmce I RRERes=ToEEaqaan

A | Apoly a display fiter . <Cirl-f> -5
No. Time Source Destination Protocol  Length Info
| 18211 23.253043 199.8.0.154 172.217.16.161 TCP 54 51773 -+ 443 [ACK] Seq=775 Ack=7213 Win=262144 Len=0
i 18212 23.253149 199.8.8.154 172.217.16.161 TLSv1.2 180 Application Data
18213 23.257487 199.8.9.154 216.58.206.14 TLSv1.2 147 Client Key Exchange, Change Cipher Spec, Encrypted Handshak
18214 23.269741 172.217.23.99 {199.0.0.154 iTCe 66 B8 = 51790 [SYN, ACK] Seqs@ Acksl Wins=68720 Lens=@ MSS=1350 i
18215 23.269831 199.8.0.154 172.217.23.99 TCP 54 51799 + 58 [ACK] Seq=1 Ack=1 Win=262144 Len=8
18216 23.269944 199.0.8.154 172.217.23.99 HTTP 291 GET fgt-.=:u:-unmemmamﬁjmagumgrtﬁgmanmjmmbanuuszr—'
¢ e e e P B L 1898 5 4% e e i

> Frame 10214: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9@E3A2FA}, id @

> Ethernet II, Src: VMware 55:6f:07 (00:8c:29:55:6f:87), Dst: Dell 9c:eS5:c3 (f8:b1:56:9c:e5:c3)

» Internet Protocol Version 4, Src: 172.217.23.99, Dst: 199.9.9.154

b4

Transmission Control Protocol, Src Port: 8, Dst Port: 51798, Seq: @, Ack: 1, Lenz®@

Source Port: 8@
Destination Port: 51790
[5tream index: 148]
[TCP Segment Len: @)
Sequence number: @ (relative sequence number)
Sequence number (raw): 2986453084
[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 1875259194

1060 .... = Header Lenﬁh: 32 bﬁes (8)
»

Window size value: 68720

[Caleculated window size: 68728]

Checksum: @x1fl3 [unverified]

[Checksum Status: Unverified]

Urgent pointer: @
» Options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, No-Operation (NOP), Window scale
» [SEQ/ACK analysis]
» [Timestamps]

P02 f8 bl 56 O9c e5 c3 @@ Bc 20 55 6f B7 @3 @B 45 @8  --V----- )Uo---E- -
PE1E 98 34 9 99 92 00 75 06 1le 54 ac d9 17 63 c7 @@ -4 --cyur TeeoCo il
Be20 00 9 @@ 50 ca d4e b2 @1 bb 94 6f c6 2f 3a 88 12 -« P-N-- -0-/1-
pE36 ed 30 1f 13 00 @0 02 @4 ©5 64 @1 1 04 02 01 @3 @ ----- -d---- -
L
(O 7  scan_results.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) | Profile: Default
No. Time .Suurce .Dest'm\ﬁun .Prutum! .LEﬂﬂﬂ'l -Inﬁ:
16211 23.253643 199.0.0.154 172.217.16.161 TCP 54 51773 » 443 [ACK] 5eq=775 Ack=7213 Wi

16212 23.253149 199.0.0.154 172.217.16.161 TLSv1l.2 100 Application Data

10213 23.257407 199.0.0.154  216.58.206.14 TLSvl.2 147 Client Key Exchange, Change Cipher S
10214 23.269741 [172.217.23.99| 199.0.0.154 TCcP 66|88 |> 51798 [SYN, ACK] Seq=0 Ack=1 Hla
16215 23.269831 199.6.4.154 172.217.23.99 TCP 54 51?5& + 80 [ACK] Seq=1 Ack=1 Win=262

16216 23.269944 199.0.4.154 172.217.23.99 HTTP 291 GFT !gtsinl}HFIHUDEﬂﬂEmS]AJEgUngﬂcg
Omgbie 312,15 <&
(1P) e 2id JsS 5555

Ja IS5 plasiul @b

(HTTP) waisl il
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Craglial! (31 531 39S 939 3 @ 39 J5laa ) (30 3| e 9 ASLAT e Ayl A AV (e 2SI GHLE 5l g aniios
clilac ¢l ol Jolod Jall 53¢ Yl (aliaCY JsSaig 5l |28 auzis i)l (Address Resolution Protocol - ARP)

i oo

: (ARP) [psgliall 51,731 J4S 55 g 0 Oolulla C2 28T

Cgliall 51 5331 J9S 95 g

: ( Address Resolution Protocol - ARP)

Crasbie o dag M i Jlaat! JoSsioym sa
Le SLext (IPVE (oslic) 3, A1 A2
Olgie) ALLEI el da sy A 5k (4l 5 2o
S35yl 1aa Sly @ dma 3 e (MAC
Lgtness JLat¥l p 0 33 g2 W o€l L0
Oslie S Gople e A=l A AN 2
S Gsgliad (IP) o ,2d 1 J 58S 559

e dainl @ 5525) Edit Cuugis Ladle ¢y <
€ (=dunsill) Preferences

s sl (edadtl) Preferences sl fys <
€ (=¥ Sq54,401) Protocols

JOasbiall o) 5281 J5S5395:) ARP/RARP JsS5ig 5 yial <
O (oSl fpagliall ) 231 JoS 55

—alix€1) Detect ARP request storms 3gain e
O . (onsbiall o) 231 8535 0 il

(AMAC) daw gt 3laitls e o
(MAC) daw gt : 0O .(52/50) OK e daisl <
& = )
Cye &.a_‘-.nﬂ {:Ln‘)f.]! E.ulg} Packet List dagl paulifey <
Q e bliing
Ml Wireshark - Preferences X ‘ 05h!rk Network Analyzer
v Appesrsnce A oo oo File | Edit View Go Capture Analyze Statistics Telephc
Columns : 3 =
Fonrt and Col [] Display hidden protocol items ‘ | Copy ¥ =
Layout [] Display byte fields with a space character between bytes || |F‘-l Q  Find Packet... Ctrl=F '
Capture — —
Expert g - r": _":w""""m Ti o Find Next CtrisN
Fiter Buttons IV S T VETIE O P kTS Find Previous Ctrl+B
Mame Resolutior
» Protocols
5 0West Mark/Unmark Packetl(s) Cirl=M
Zdpantyfec Mark All Displayed Ctrl+Shift+ M
3GPP2 AT1 : n
SLoWPAN Unmark All Displayed Ctrl+Alt+ M =
502.1 Radic MNext Mark Ctri+ Shift+N
. - — Previous Mark Ctrl+Shift+ B
Ml Wireshark - Preferences A
Ignore/Unignore Packet(s) Cird+D
APRS . ]
stowns: | ‘"’;;“;_f"‘"‘““ sy Ignore All Displayed Cti=ShiftsD  [pture
Armagetronad e~ Unignore All Displayed Ctrl+ Alt+D
ARP/RARP Number of requests to detect during perod |30
m; Detection pariod {in me) | 100 Set/Unset Time Reference Ctrd+T
ARLBA_ERM [+] Detect duplcate P address configuration Unset 4ll Time References Ctr+Alt+T
AP
ismmx [ Register network address mappings Mext Tirne Reference Ctrl+Alt+N
AT Previous Time Reference Ctri+Alt+B
ATH
n_m - -
A " Timne Shift... Ctri+Shift+T
ATP
Buto-RP Packet Comment... Ctri+Alt=C
AUTOSAR NM Delete All Packet Comments
B.25 KISS
i i Configuration Profiles.. Ctrl+Shift+A
RYIYA (: - -
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l‘ Scan_results.pcapng — O >

File Edit  View 30 Capture Analyze fatistice Telephony Wireless Tools Help

Adnm @ [ "“II Eﬁ ‘1 ﬁﬂlﬂ}gg TteEEaaqH
| I:-'u:-pi',.' a display filter ... <Ctrd-/> [ - 'i +
Mo Time Source Destination Protocol  Length Info ~

22 98.178888 199.8.0.154 199.6.8.46 TCP S4 3389 + 51549 [ACK] Seq=2634 Ack=671 Win=63219 Len=@ '

23 B8.175966 199.8.8.456 199.8.8.154 TLSv1.2 97 Application Data

24 B.192083 199.0.8.48 199.8.6,154 TLw1.2 184 Application Data

25 8.192155 199.8.8.154 199.08.8.46 TCP 54 3389 - 51549 [ACK] Seq=2634 Ack=764 Win=63126 Len=@

26 8.199961 199.8.8.46 199.6.8.154 TLSv1.2 97 Application Data e

27 8.,216814 199.8.8.456 199.8.68,154 TLSV1.Z 1e4 Application Data

28 B.216886 199.8.8.154 199.8.8.46 TCP 54 3389 -+ 51549 [ACK] Seqg=2634 Ack=857 I-.Fino Len=8

29 8.231972 199.8.8.485 199.8.8.154 TLEv1. 2 184 Application Data

3@ 8.234013 HewlettP _al:3@:ee Broadcast ARP 6@ Who has 199.8.8.2037 Tell 199.8.8.32

31 &.248819 199.8.8.486 199.6.6.154 TLSv.:Z 184 Application Data

32 B.248106 199.2.8.154 199.8.8.46 TCP 54 3389 - 51549 [ACK] Seq=2634 Ack=957 Win=62933 Len=0

33 8.384092 199.9.9.46 199.98.8.154 TLSv1.2 97 Application Data

34 B,328837 199.8.8.486 199.8.8.154 TLSV1. 2 97 Application Data
. 35 8.320114 199.8.8.154 199.0.8.46 TCP 54 3389 » 51549 [ACK] Seq=2634 Ack=1843 Win=52847 Len=9 ]
%{. .
> Frame 22: 54 bytes on wire (432 bits), 5S4 bytes captured (432 bits) g| @282 8c ec 4b 89 6a 2f f8 bl 56 9c e5 c3 @B 6@ 45 00 - -K-j/ - V---
> Ethernet II, Src: Dell 9c:eS5:c3 (f8:bl:56:9c:e5:c3), Dst: Dell 89:6aj| 9010 @@ 28 @4 e5 40 0@ 80 @6 00 @0 7 @0 @8 %9a c7 @@ - (--@ -+ -~ -
[ Internet Protocol Version 4, Src: 199.0.0.154, Dst: 199.0.0.46 SEES—Ss—Sred-sdes—Sieer—sd-bibifoces Sttt ——— 4 oo
» Transmission Control Protocol, 5rc Port: 3389, Dst Port: 51549, 5eq: el el e
£ > < >
() 7 Scan_results.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) | Profile: Default
—

{AHP} ..u-LuJ Ol pal fjs_l_g}an_;.]_u..n-_m.-f 2.16 Js2

_JL&JHL_”hﬂﬁ!.LJthquLSILPEJH{ﬂLdSLLuJ1Ei_LJEL}ﬂLlﬂLJJdt_ELJLIEIfLJd_ﬂLLﬁL31£H1ZEJLJJJF&lﬁJ a_q;;nJ13_44LaEu;jﬂ.ﬂ_
1Jaﬁ‘§341: agung|L,J£:t£);L3H nJH&:Jf1L,i:. 114[5 likg!LJL‘qJﬁﬂ fL;JL?4]|aﬁyhjﬁ1L}‘q;J:LJjJJ_JLJLLd'L};ﬁ)d
1.3"":4.JJ1 LLﬂ-_r_..ul tlm..‘)l ‘l-n_uj i," (S .1_15199 0.0. 2031...:_1_,_..1.*2” J_ij.t_i).\ub_L:uEhl Lﬂ.d‘_g_a:r-_njLJLg:nJl
u’lSLH P Wiy Jj.Lﬂ-_i.J.ﬁLnL..a:L..uul uLA_gL.U "MLJ—“E'-‘-'-'-"-’LJ‘ d_rﬂ.quSalgg 0.0. 32&..-_1)4.1'}” stjaj)_-.
Al JLaidU om0 sS85 ol gie aladeiol Jarmll Sluzall Sl

27 8.216014 199.0.8.46 199.8.0.154 TLSvl.2 104 Application Data
28 ©.216086 199.6.96.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=2634 Ack=857 W
29 ©,231972 199.0.0.46 199.0.0.154 TLSv1l.2  1@4 Application Data
3@ @.234013 HewlettP_al:30:ee Broadcast ARP 6@ Who has 199.3.3.233|?—‘?211 199..0.32
31 e.248e19 199.8.08.46 199.6.6.154 TLSv1.2 1e4 Application Data
32 @.248100 199.8.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq{-2634 Ack=957 W
33 ©.304092 199.8.6.46 199.0.08.154 TLSv1.2 97 Application Data

aluzzu¥l 1.3199.0.0.203 cui ¥l J5S5igp Ol sie OIS 13] Le BLEKI Jslows Jpgme anmioe 12.17 J

JS55a Olgie OIS 13 Le ALEZS) ol foloey u2
alaxi¥l 12199.0.0.203 o iy
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eIt Olaglan 5L SlLad 3o Judoss
Analyzing Data Flow with Expert Information

dal & ol gl t__gij“?nts‘__._.f;..ll U Ea asa=yt (Expert Information) st Olaeglae jls o)l 2 Hljr:_s;:
Azl o3a a3 2 Guadaill b aclu Lo iogada

: ( Expert Information) yusti Slaglas ;L (Laaid

& A ysdl mslasglas) Expert Information jla Jle daaol (((Lds3) Analyze cugd dadle e <
O s claglen allal Al gy pgutl) dalisill e o pull @i <

‘ *Ethernet — 0 X
File Edit View Go Capture ﬂnalyze Statistics Telephony Wireless Tools Help
dAm 2 ® e R B Display Filters... L5
[i |-‘:'-|:|l:':'r' a disnlay filter . <Cirl-/> Display Filter Macros... =3 .,] + |
Mo, Time Source Display Filter Expression... brotocol  Length  Info 1 Al

16 8.417282 199.8 7 81 Standard query 0x0@08@ AAAA desktop-22jfbm6.local, "QM™ quest |

& Col trl+Shift+| rﬂs :

17 ©.417646 199.8 poly 2 Cokami Sk She LMNR 75 Standard query @x8f29 A desktop-22jfbmé

18 8.41790% 199.@ Apply as Filter ¥ lLMnR 75 Standard query @xaGod AAAA desktop-229fbmé

19 @.418568 Dell_ Prepare a Filter » IRP 68 Who has 199.8.8.56? Tell 199.8.8.175

20 9.429431 199.€ Cociéisation et , [Lsvi.2 184 Application Data _

21 ©.4295%87 199.8 cP 54 3389 » 59329 [ACK] Seq=38 Ack=237 Win=62541 Len=0

22 8.441982 199.@ Enabled Protocols.. Ctrle Shifts E lﬂP 391 3389 + S689@ Len=349

23 B.448664 199.8 Decrida A LSv1.2 104 Application Data

24 9.462248 199.8 T _ LSvl.2 104 Application Data

25 ©.462313 199.@ Reload Lua Plugins Cerl+Shift=L  fcp 54 3389 + 59329 [ACK] Seq=38 Ack=337 Win=64000 Len=0 |
£ >
» Frame 19: 68 bytes on wir its) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9QE3A2FA}, id @
v Ethernet II, Src: Dell d3 Follow Y lcast (Ff:ff:ff:ff:ff:ff)

» Destination: Broadcast .
P = +
> Source: Dell d3:12:22 5“““’““" Bitcsr . gt S0
Type: ARP (BxB886) - Expertin tion 1

3 N A (A E N (AR A R (RO O el (AL R L (A G A A
....................................

Padding:
¥ Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (@x@38@)

Hardware o \Wireshark - Expert Information - Ethernet — a -
Protocol '
Opcode: r —w |
Sender MA | Yeverity Summary Group Protoc ™| |
sender IR | * Warning Previcus segment(s) not captured (coemmon at capture start) sequence TCP
Target MA | > Warning ACKed segment that wasn't captured (commen at capture start) Sequence TCP
Target IP | » Warning Connection reset (RST) Sequence TCP
> Warning DM5 query retransmission. Original request in frame 17 Protocol LLMNF
“ecoe BEGED |’ Warning DNS query retransmission. Original request in frame 15 Protocol mDNS | ¢
ao1e @8 ee ag | v Note “Time To Live" != 255 for a packet sent to the Local Network Control Block (see RFC 3171) Sequence IPvd
2820 00 00 o8 13 Standard query 0x0000 A desktop-22jfbmb.local, "OM" question Sequence IPvd
@832 oo oo 0@ 16 Standard query 0x0000 AAAA desktop-22jfbmb.local, "OM" question Sequence IPvd
116 standard query 0x0000 A desktop-22jfbmb.lecal, "OM" question sequence IPvd
17 Standard query Ox0000 AAAA desktop-22jfbmb.local, "OM" question Sequence IPvd
154 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence IPvd
155 standard query 0x0000 AAAA deskiop-22jfbmb.lecal, "OM" question Sequence IPvd
) ¥ wireshark 186 Standard query 0x0000 A desktop-22jfbmb.local, "OM" question Sequence IPvd l Profile: Default
\ 187 Standard query 00000 AAAA desktop-22jfbmb.local, “OM" question Sequence IPvd
357 Standard query 0x0000 A desktop-22jfbmb.local, "OQM" question Sequence IPvd
358 Standard query 0x0000 AAAA deskiop-22jfbmb.local, "OM" question Sequence IPvd
473 Standard query 0x0000 AAAA desktop-22ifbmb.local, "QM" question Sequence IPvd >
{ AT A e e il el s s LA k] A e ol s Wk il s =il Muk A P N e L] 5 S | }
No display Sber set.
Limit to Display Fiter [ Group by summary Search: m
Close Help

(Expert Information) syl cileglas jla Jueai 12,18 152
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e VPN o N O
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Find a setting K ; :
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- vm il
Advanced Options _‘ Ef
& Status -
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% Ethernet @ o
Allow VPN while roaming

@ o

o
r s T -
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ozl el a2l
User name (optional)
@ Home VPN
Find a satti o Password (optional)
s 9 5etiig i Add a VPN connection
MNetwork & Internet
v, WP
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&  Status

(VPN) asladl disl maWl a2 daus Jlasy! 12.20 g

Activating the VPN Service dwoly)! dusl m@% | ALY dedss (Ladl
L rea Juadnt Lgy Sl clde ((VPN) dalsd! ds! ,ma¥l A 20l dans [10eSS s

Aol ay “*‘ | dads Laad

:(VPN) dalntl

el Bttt datta d 2
O .(as.2) Network 3

dal aseiid o5 g VPN Jlas! jaal <

Network & Internet setiings © VPN il
. alladl p0a 2 2ag

437 AM

22972022

(3 ) (JL=3l) Connect e Laasl <

(f..‘;_a-_“ujj «wl) User name Ja.l <
O (L3l 2.K) Password

Windows Security X VPN N\

Sign in 6% Connected (5] (32lga) OK e Lnainl <
1| 4alS gl JLai¥l oLiadl wie <
S | o A2 @ul Jaol (Jaza) Connected

0O .veN

-

(VPN) 3ol dual 2o 28t Teas Laad 12,21 €



gl Al LIS s A ygmntly Ao 93 31 s SASH A0S 155 dailoniy ¢ypmaials

(LAN) 3l 321 s Lol 38 5o g3 (pe Ugpeal] o ilgamsll
ats!l g3 5 e Buiall el (o 53 (XSS) a3l gall yolall maall pgmgll -

calazmil YVl 85la ACus JeSg5g 0 9o (IPSEC) pa¥l el ¥l JoSs5g 5 -

ke JS& e ff el JSE Lo (Firewalls) Gulesd! ol pas yass

clalll 55 cdlilee (IDSS) ol casc atai ol

Lelas o181 bl Hu2258 JeSa5ays sa (SSL) Aia™l aalitl 2L JoSaigy

AL (IP) e ymY! J5S 395 (yugbic dan 3 (DNS) clallaitl Lo allai agay
.m,-.lq,ioin; QELL'J ;Lq.u:l

Ul a5 dolall silidee 2 (Wireshark) w)la yul g et

alON yaid) (135 J3S 959,09 (HTTP) ua il yail) 155 798959 pa (o Ole¥ IOl g,8 oal 4S5 o

(HTTPS) ;pa¥

2

.6

5

.8

.9

8]
Pd



A L Sl (e A ) SIS aH Axlesd (DMZS) aljlalt Blalif alasniu 2uas g ,a o

P! Ao guai e Jalastl 2 (VPNS) duolnd! dudl ,ma ¥ SISl Adlad oud o

S e ev
'..-.- *ﬂa
.-.. ™ # ﬁﬂ-ﬂ'ﬁl
8 e, '._‘.".,Il'ﬁ'
.

nul il &ylig

&,

Mir.ﬁ_.#q af Ecducation

2025 - 1447




Dilasmgd! (pa SIS dalast (1DSS) s ass Aoladlg Aslast! O AN :u__..a._.sc_éﬁ o

_a._..ﬁai#u:g.u:milj_;uua.urmay(NIDS] Mi&!.@i!@l-&ﬂgﬂ&i;ﬁ@,&ﬂtﬂi o

.(HIDS)

‘.a"
'D‘. '

a ® @&
.'.-_.

pul il ajlig

Ministry of Education

|||||
I+

84



SN Sl 38, Julody Lz (@)

A3 JolEiL Tl g s Auolsad) ASuil) dganl g sam g (Wireshark) <t yla iy raal

=
1
£ ==

uﬂlﬂjg&ﬁ&h&hﬁmEAJLiqju+iy1t§umhﬁuqﬁ;5@ﬂrhcrcq}ﬂi:tdqd;dJlﬂﬂZ?una'
A

Slild| Jadot g p ol dolaid) Sye adgs @

(el / ;50N J3S 93ga) IP/POMt yuall Jie Slaslall saas 7 pivicl g «SLLed| 4S o i @
(dolau ¥ ody) Capture time g (2aldl / <o ,ma¥ JgS a9 ) IP/POrt agsgltg

:(ARP) (yuglialt 01 ;531 748 93 g s cedls ko o
Ll dslsdl (Ethernet) adsut) asi il 5ouus 3 jguo Jagsdl @
(Asauat)) filter da 152 "arp" s (ARP) ¢y gliall (3 5381 ) oS 539 3 3L Audals o3 @

;Hjucdfm.;u&.q;d.njiaakﬁlmﬂm;Hjmmtﬁjujsﬁjfaqh;gps.&jmuj; @
Saga>ally Huaoll (MAC) daw sld 3Laitls @St

:(Wireshark) ot jla ,ulg ol g aSual | 2. acds il Jolis pe 2SS o
ilolas lY dmiacw (s8I Scan_results.pcapng cale Joo ®

Ollalis gl Alalioe OMSEa (51 e jg3ald (sl Olaglae) Expert Information jlus ausciul ®
JASLad) 2 dualie) s

) gl 3 g g e B L) o 95 U g clgia it J gl g a5l SillasShe (g (o ol @
i datioma

@ : :
o, g @
- i
..ﬂ. I-i I:".\a_ =
- " i
.".' e .
-

il —ill ajljg

W ilr.uﬁ_.#q af Education




a8 ) o pad ) daly

CJELT!WJJH
(;d)]‘ “_?3\.@‘ Sl
3 gl Aol g

www.ien.edu.sa

131 gt Aot 1 g (ad p01 ALiond ! Sl 2 Aantie
Introduction to Digital Forensics ( DF) and Incident Response (IR)

Ll e aJSJ).U dagll 1)_._L..J.J| u_.n‘)” E.j)j ..1._-'--1 (DFIR) Sl gomdd dalon Wl g ‘_.,.43).'“ u'"'L':'"” i LE k| .l_u
diea I SN -A- e | j| da_uj_uLa_H LLa.niJs_thjltll j.!jq.l_ﬁ__;ljl:dj L&J!j.l_‘h-lj Lga 3 a=ull, cdl yual sl as gl
"-—’,'f'"""f-""J ,__tu_gs.nu.as_tLA.i:-Jl LRV ,;__vs.uj ;,__;PEH

:(Digital Forensics) u.qﬁ‘).“g_-ﬂ.b-.“ el

Lglidonig diad u:‘:’ltn‘_,Lmu_ﬁjﬂ il Julontl oty Gl il 0 le 2. o B T B
W oia aelus ol (Saiy Ainglll 35421 :HJ}n:r-_U:_n_ﬂ}gﬂ o (A 20 5 gl ol isaland! Aalail e Lgasuss

2 el p3lal e a2 )Ml Sl Julmill ¢ goelll (02 15342 ¥ 0aa e clus il & u:-‘ma_sfa;..i,_;_a_;-uﬂ!:s?

CUAS g al o ¥l Dol il Llns 2 o culs , A1 =-.L_..1;a..l.ﬂl oladeull 2 g d b il ol lasi M g 30 glal ailel o

Aiad Il lE sl fya ,_.;_?:..‘1 &ljj

:(Incident Response) sl gl dslodiw |

Sl 028 2 5 AtV sl gond| Andlas e pols S o PP Ll Liasl sl gl Byl Glais

@SLEN gl gl €8 Tt Y8 Ll g o g2 WUy Lguinas 3ats s Aitiie e il o L (ygaEond | g

Sl oy Ala et 555l OecasSi 2 de sl !jj_ﬂ Easlgoell Al Wl g S a8 0 Shisd! L dstl oy 6 IS 635

Lgadhon g 3uad ol Ll g BalaiN cyal oy lauial Al ll AiaNl sl gondl Aondlang diad !

Cyber Kill Chain 31 jcuud! a gang! ll.m.Lu
Léuusuu,ﬁ Ja _»_u.djmh,h.ajl $ill gl Silesegl] L;d_..._.jmdgj_._mﬂ psme! MW?M

J_d:-..dlq_d.q.:u_n L._...,L....l !;_,_ﬂn.u_t1)_._.__..11 ag=gll Muﬁ_ésmj‘mgdbﬁ_@lﬁ| dualigygdig @Soill by a
Ol A1 Aakas e o ghcaall S as Alialeadl A B @42 M5 (23 (DFIR) @l gl bt g od p11 L Slist!
O3Shg ot Lamg dolomn ¥l g g Lell Lganiisy Al Qg pall Lzl e o8, aill g cagmgll doladl cass Lglal 5
:?.H:Jl O et agm gl AL fsl 5o
(Reconnaissance) t:»\.h::...um ‘_,J;:r',a.l_-..).t'.
Sl pea dleall 008 (yeuni 0By, E}Lfaa-u')’1 < L33l W1h! Frih \FI- PP | .JaLmu_g.a_...S_u.ujdl.J_m‘ﬂ uj_q_"h-l.é.ll _"I.J-—"I'—l
(laadaill cilagleas a2l s mﬂm' cilajeng gty -*-u—-” Osbie : Jia cilaglall pan s Jgunsll g 5 Laic¥!
Ao L Cilazmgtl Sy a3 I o LolS Lgaaa @i Al n_thjj:_l‘ﬁSj!JJ!LﬁistLbjbj Juadall alladg omal yullg
[Weapunlzatlun]c_..i........n saualad 4.1_-..4,.1',

u_,'._wj)_mjljia_‘m1 Slamayag )l colisea s U Jvs S le ) ol ot L] ag=gll SLals oalell &Sk

dglas i Wl 2 yaiidl Jy sl dals Ol gl slaels Ll e>lell asdsaBy dagsaed a8 IO LY (u'-i:u-”j
A dabaze | JSEIL Joaall



(Delivery) maludd! 2331531 Al

LS (gauieion 43y s @uluill Al ya 2 5538 238 gl ranimiiall I 350 dalg) of cilia e (gan Lol Juu S 2
cEgayma ddlaa sali A lan W A iyl

(Exploitation) JMasw1 :dasl o3 Als L2

(IO Al e o LT CBa gt 3580 allad e 35Lall eyl cilaaladl] Jud a5 @3

(Installation) cocdsd! saccealsdt Al ,11

allad :%M'lela{rl.gﬂ dgomll masw Lon dumntl allad e agomgll S8 cords @ 5y Slie JOLAT LY Ala 10 uay
ASLA

(Command and Control) eSswidig 3aluat! : dws lud! Al

Lola HE&M! ji i:ml._En..l.H Ljé..1_1(-__u_9:;__ddj_w-_‘.ﬂai__._:d1 LJ_-Z..L\ th.bji _;ll_g_'z-_v .J_JJL ps_-,_‘dl ‘;q._-:..Lé_],l Léﬂjw
Bagas Jsao bla Gl Jsasl!

(Actions on Objective) calaa¥! G :daslud! als L

Siloglall i s of (Lgadis! of culiledd! 42 5w Lais 43 315 g0 J | dalsal Godsd 2 A 4l o02a P @ lgll uines

DFIR Processes &iaf gl dalaxiiu W1 g (a2 301 Al Jdowd | Sldes
2 M mladl Ll e S

WOMES [RPIP-EIPES W S @,.a Lads Llls)l &ioalg=ll dulei ¥l g

: (Computer Security Incident Response Teams - CSIRTs) o L Liley Legaslles cadlos (-

2 3uanills (y9asds uidl il il o dumaiacilegamas T (dslasd LTHJL“U,:E‘T Lﬂﬂ?j
Lega 1393 @pall ells (63539 Lgt Lokt W g Lol a3yl oyl sty O M bl Onagte Sl
e e R e R S i Sl 55 i
P O IR X P PR P X |

Eialg oell Aol WY Lal (Lgldaiyg

aluzil @i lgia Laatl g Lgaa Jalautly Laclgial ol La,sls e 2ol gernlodl opal aslgn B 5 aall oy i
3 psead| Silazmgll pa Jalaif! 2. (CSIRTS) casalomd! (ol iaf gond Auloniasd 1 358 L3 (ya ) ;S0 JS 8 Lra izl o20a
Skl iglall LLazll 2 «1aSy dalizell 4ue3 Il culGia=nllg

gJ:tLA{DFlﬂ) aa‘w%wui‘jg&ﬂ$gjw$ l-l Hn‘-lll-_llﬂ-ﬂj s

:(Forensic Collection) adlisd| a8 aes
Oalsag sl il ol S0l : |50 d Sli g JJ]._..:-.AL‘J._A Lgldatiglgemnmag ulil ol — dulac GlId Sy el
Al cslaasdl of il a0 Jals bl 581,82 g 3y 0all dalzitl g wslilodl

:(Chain of Custody) 3Lt all.
3895 Cyeinis LS o Julaall ] paandl cya AT Al y 555 I3 ¢y LSLimdl 05N past 2 51 5a2u¥1 4 s 51yl
Jad! caiing idingg Jaill ol tn_?.ﬂ EJE} ANl = 3,8 L]S'd.:'uﬁ



:(Root Cause Investigation) (s yisd! cowd! 2. Guasil
ﬂ_hﬁbjdjj.l_-nig.m_)ﬂ Jeaadl g

:(Notification and Reporting) ¢sL¥ 1, jUas ¥
JLaY| QLA|;J| Lot |:‘|L4.'r.:| ELI;LA:LH | TR Wl | _;l calShgaay O genes duaiizell sl JUa_m.!H :JL..u...ujﬂ ‘-.\_53

Lgs a3

:(Post-Incident Review) cslad! aas le dasl ya
Eiladl Aacds Lo hael LiaaN enl i) Asdlal cibdeall 3 Lo el 5uids 33D

Digital Forensics Process (,e3 J31 Al Lddf ddes
BN ol glasdls 3n 3 gaill a8yl Sliodl fuloatll Aulae el

:(Identification) cau yau

A VR g B g L3539 3amilly o 335Uy 23011 Ahaionl] a3 205Y) o Ja i
Al e ol caslgidl ol lgamll 33ga W ol ikl 53] Jia A0 Al =il 3 Ll jolims
-guazdll Glad asdy

:(Preservation ) alaalst!

Calilas (ym feiad s L] I3 L g Lgeln of Lgalh of Lo yasi p il 330l & el yl 30531 Liles @3y
Slaglell gliladl 3818 e dal aodl g il S0l oy 23 5 SEAT A iV (1509 Shiadl Guall
ALY A Glentdliads yhay Lgalasenl g

:(Analysis) Judsadt

_5 J=_||jJJ| n| u.‘hl.ﬁ.ﬁ” .i_l..l_-l-ujaj)l_tﬂ |._1|_:| :_',La-_gl.d.' u._.:_a_r..ﬂ.u Lg.n.n:hgul;_n.” r-LTJ'l” u_aﬂ{q_u
j' rEPRES] csLalll aalan L_.,_1L.r_--J| Jd=eill 2 4 ineig -._1Lq..r.a.1j»._1 jJ' ,Ia.l.u-_r_-.u| 113 i...?“""":'""’

slel yopa C_1Lr_..ll}_.....mL..=_1I h_ﬁ.'l.l:.-_lli_,l.-_;_._-a-_, f.Lb.d‘u}br_ud.l].‘h.}j' _)_a_._u_ll._LL._‘JI 5l

30 35t el Sy g Alasoedl ALl sl y il g Gttt 3lic

Sl pShe sl Al 3 s il ala - ] 2 Guc=ill ga :Glallfallai) Sl J il @
ol a8l MLl ol aa¥! & nayl

a3 Gl el yal Jﬁﬂalp}qéi&mﬁw| 5815 yazed g 13 ,S100Y Slist! JudDdl @
wslalll Aelail 2 33gaga (4SS Y

Jomewg o Jilew pl g ¢ 59 mSIW g ol J5hsy 1 S AL AN oL 5 Ll g M;_,JL@JILJ.J:....J', .
ol Gt aamig daddlel {n.gﬁjia_gzg]luk;d)_«..ﬂc_a.@m

oasill lgliadl ol Auslall yu2 el sl (BLEICY Il e Mores yucudigden| yo 10 Mol Jdos ®
coial sl pgdg |yt uB oAl

ﬁ.ﬂ'.-

O
W

aaé




) :(Documentation) & ¢3!
dadseloll el gaWl g 302l cul glasadl 193 2 Loy LgleSLy o301 Shisdl | A3l 3 slac 5 Sgfceom
o 1 5<9 ALt Sl B | 0 LNl Leomiatl 550301 Cpaiing Ll Juogall @3 3l el L2

“ Aelioatl julallycilulad! Jumals 3ET1 1530 covam a1 038 13] dunaziy

:(Reporting) ¢y
@L;LAEJL.:};L&_JLJ.@_;JHiqjg_‘._llE‘EJ:IGHJJ:EWHE;@JH::LEE;LT&JHELQJL]%{:JJL_d.m.ur; ®nﬂ|]
il aglall @S5y ey Las 3udsill LSl daallculel p oWl | dill & m gia 3,5 W 39 a3l o0

Alaisll d0glall cilel ja ¥ ol dan | JA1 fya s 5all 330 g 7 gy
Incident Response (IR) Process &iaf gl duloniu™ | ddec
Al gtasitlidin gl s lga il Aalae 455

(Scoping) Glaidl ouass
Bl Y Ol el e psen wuuigdeladlgddllnig coladlsul e usidls il oda 2 caugll (53 @
asasigagomgll Bllet a2 Selastloda sel i LS .-(tndicat?rs of Compromise — |DC}.

(1S (S g Bl W clel yo | caligly]

:(Investigation) aasd!
h&ﬁjﬂj‘yl e glanagll elaas¥asla LYl el aglall ydanzia Aaladl alazeiol alld h_,.i.;.:..y iEI
doleal UL gy asmgl Aands @ g2 2 Aawls 3las o cisladl Joo diesia ilagles
Jeldl (pa o el
:(Securing) crelat
il gl Aonlaa dms i sl el 49,0 Lgiatai] dmin 330 5 ] A bomy byl 25 © s
Lgllinti il g Guioil] 5 LT Lauyuss @3 L3l Ala sl calasagall ol gio! 3la )10 o2 a ¢y auinti La Ll
Alinoll colesgll o il 53050 duial ol )33 gl 312
:(Support and Reporting) ¢ 1y eeod!
>olE @i Sg e {n.:_dJE_L;.&.aEL!aAF.LE:uu_LJ Eonla JS PN g eeull Ao yo @iiis {z}
o<==>=a: (DFIR) ua*ﬂﬂm3$jg.dﬂ|u_lhﬂMludﬁjjﬁﬁpﬂj:wl E
3l s NI L__,Lmja__u_a‘.ﬂ palantl 3o 5ent 3 I el g ba St LJL'-'-':‘ dolaisldaint @u g .:L._..._._LI
Aladll Ad a3l &l g=ell

[Transfurmatlun] J_P...Jm

(DFIR) st gomtd duloia 1 g (el 531 o Sliomd | Jdoid! )Ju_n Jj_-a-_..ﬂ Als ya yauini Y @
@mljfuaalmdamfﬁum 5 gl ,[q_r..La.lj Lmyui_rm*ﬂ roagll & ol 535 s
a0 vl el oo gl as Las gas a_‘h'uh_;jﬂ_-.a.u.a.-j.qﬂ?_x.n'ﬁ’| gl rvass A Als y Ml odacan g LS
- % Fo-s oM,

CNPENT RS- {PRRDT JX [P EPN (PP [ PRE

Digital Forensics and Incident Response Challenges

31333 g cenalonl Zalail 225 o (DFIR) il gondd Auloniaa¥1g (aB 31 (Lot Juoitt Lgganlga 3l cloaimitl 303 35
2331 S| Lot da 95 Ll eyl sloaeill 2.6 Jgaodl pdogag  Jlaell 1382 )yl alal culzad
.(DFIR) cialgaid duliuyy



WEIPEN e W1 Ev i (PIaPy- PN (] RES (g WIE il g PPN (W] R E i (5 2 SJ0 PR

E;M;*Ji
T % { g W (I LB |
T L1 - - .lp.r"
Ju 3l 93S0d ol asls gl aBga e daiad el Il AIW oL 5alel 3 01S0] sl o
| B PN PETRY P PRE WS B0 [P PR S (PN (P enes (g | ' EGRND- i FOETON B BT WSO
ERP PRI 25 PICA RTRDL PSS JO: NP PES (P} PSR VL NES R SR JN [ B BN 2y
j;L&Sj
| aig eyl paiolspengiy Jua 0N dalil glioma pull ol Sudaig diad )01 5 5 g jalaTs 3 pagll
e 505312 153580 o a0l SSlisd! Julowatl 6| pus e caly pus yead! puisll Jual acyluall
welalll alew by osla et el jlaws! e de giie degama 2 duad Il A3V 310! Lzl

ARG Y LIV e gn ol pag kel cilgrin cpa 10l 350 e culewcdll dalgs
ol 1l @ gilaglall @on Andlal 3301 3l yuseadl (¥l Jlaea® 3lSH 5,301 | clilaad! gl 33
Aol ¥l g ey iliondl Julonid) 2 cpum s Ll ol sl e ol dainieos | @eall 35005

Ao ol elsagatl sLB1 el Lo Jgumstls il jlgll 358 1ot (DFIR) sl gantt

e Jyeantl Lglae Aol cilyzma yall s Licugond] Aalai¥ agomgll Bliad ptigd Jas E{UNPSA

-

- a &
U:Ld:l_ﬁ-_':.r.u.'f.' ;LEJ‘J__?EJ:BJ"@'Jjaund;m%jfj.aigm;s13<:ﬁ-”diaﬁuaﬂa qug-_&_“

Ciaf gl Aslomiics ™1 9 (ad 311 (A Lot Sl ) Silaas ylas Juaf
Digital Forensics and Incident Response Best Practices

:(DF) o8 331 iliod! Jdonidl Sila jlaa Jundl

Oag cdlalill g day ywadl Lol Y Lo (DFIR) @afgondd Quloniiw¥ig (oed p31 St ol A dlas (i alas
a853) Ammamiatl il glasutl g Alitl il g3l g Anial gl 5 5u3Ils 3ua3 3l ASLERI Ll @;Lf.t:._n:adl & 39 il
A0 (6 Ay peus Aulee Byl

Eo3Loeld (50 anl oreall o e 35050 Lead Loy Ll 301 ¢y sutas a® 0l S Sliodl Judoeill 25 50 501 ptias
[ WV (LA S N TUE Syl [ WP B U S- 25 | R PR RE L S PP WP RER REP SV LR L R e
I3 kol CBhgiall agmgll I ol

:(IR) sl gt Alomias W1 Cilis jlae Juinadl

EJLa.u::-Jlj ;Lq.:db‘_ga-_l:-.__g.ﬂl J)_..;:ﬂ J._..LE.‘..Iu.ﬂ_g..—...ﬂ 3J|J?3_I_|J‘9ﬁ1 b_mlj_adjhbﬂu‘h‘! :;!Ld.iﬂ-u-ﬂ-_l-l-ﬁmhiﬁ:l:l
dadazeill g8y jabodl g puaaoeill s®asl gonld Lsloee WL Akl ssbas jlall Junal Jaiss LaS o Jlaa¥l ubasty 300
a3l 2 Aaltl g 323 A lan N g o sl gl S5 oy Al I ALY

ooy M Bl el Cvatl Lo Gyl ol gomll Akt oWl g By SLiod! Julmill il jlae Jumdl Jo 3
el el plaall 52505 el paidl @el] oy pruman (S s LgaBpn 20 pa0g Ao il ulileall 5 305V e
Juiiadl 2

o
o



Zero-Trust Security 42531 (e o Ao oy (e |

Bl A el 7 30e3 kSl ol lg callaitt 35Latl cilamgll pie I Lol (IR) iatgontd dsloniuadft (gl
z 3503 ol 3yl 3l 3 kaY! 4Ll ll dgalsl (Zero-Trust Security) aaitl (ya piaus do s (pa¥ 1 73La Lgle
Al cilelnatl Lo oazad 3t Bualanll Cdludl cyn uSall lain 5 us 31 25010 Gtattl pSLE yiin T jus oyad
il 13 iayg aaiiih ol Slga sla @3 aluail #3000 |uu_=_,_m*umquugwuﬁulaidmw
a5kl UJICL;.._.JIJ_,EAJ& -l | J:.!;JL&:.ijmuLumi;Lhdl ! Jguogll f..l_umu Olals SIS 131 s
_13_1.3.1.1::&:.4.1‘_]:1 dasaall MYI%JBJIPLAS?@H1 JS i rigaill 1382 d8sliall mia @i Wy ima ynilly
Jlee¥ dalo g cp et ll g2 imill 25 50 Il joinll Lgaal Jalge 5uat Lagu s J3ST 35 aill lia sl L Lglda Lo
Aglas J3l allaitls Aol cileladl pren Jaod Gl 30yl cilezmgll il 33 cauay g caal (ye Sl S

4353 (ya paio Aoy (pa Y

v
e

V=

j.”&LQHLEW_QnuLl;mJJjE}_PEH:bMJiL:U&uLJL@aHJu .y wE
d.JLq:-d_a_LIa)_sﬁj.n. {MFA} d_ﬂ'r_g.l.n 33 aid MJLLHIJII:.J_"A'_I_L.JJ La LJL::: J_ﬂj_{' ” el _U 1
el -._:Lq.'lS_gl__ﬁ.a...\_ﬂ-_-...u.l'| ol ‘:.1..1|_-"Ll.r_u1 BT Er d..dL...a! d25¢]
) ‘ ¥ sl
R PRSP (R PURES D00 DU W P O U PP U PO [P P U‘fiy .1_-.|-_1
B3 one Lo JLEY cugllall gl cpa 3l Bl | S
- ‘ 1.;‘:11_;‘__;..&‘21&
[}l_“hh}_ﬂ II_JLﬁ u_l_.}‘_g._i.d_'luqﬂ_uﬂ L_ﬂ_q_*n.L&_u uEHh,_ﬂ.lJﬂ.dL_r.J| d_i_}_-h_n_a_?_}
Lummbuimﬂﬂﬁnjarmdkm Hdil_l.ujlch_[.u.sj.u Tldﬂ_"'_d‘u_}_?-_r.“ ElS._..,.“u.T'lﬁ.E}_-._
L:.';J_)ﬂ-
 CO T JRL, o YT IO T B TGRS SR [l K N B S
Lg! awal a_d_-a.._-.;mj;,lm.q:m n_aL::s&;,Jm al.u.ij‘asemn sl | et
L&.u_;:uj‘ -._an1Lu.T'| Lu A
.uwbaﬁ'}” L__.'I-Ld...t_"-l'_r_:.a.r.u t_q.q:a..JI._'alM Lmla_um‘ﬂ i_1-li_|.u||_u.ujl Aol oy -.LL,....L_..,..J| LE:LLEZ
| Ol eladtazy el




Analyzing the Web Activity of a Device jlgn)! e coglt Aadll (Jdon
Juloill Abac @359 scassll e popiniand| oL oy Erdons il 3151 305 o 2l psial] ilemngll (o ol Lt
ool sl dol i 2 Gt A I algll st JiaT LaS L alladll 2 cries el Gaim £92 5 sl a1 Sl

bl o ladly Sl 5leadls

@ ol Al 23V Joa cilagleag ilily e (5533 3 (LOG Files) Jomuatl Cilate oy 5% consll il miintia ag 2
UL o3 ol ol Alniul g Lgis | 539 Laad! Jgumgll (ySan 3 phas clalll o3a @ulals @ing s piuaill alaieinls Laj) ol
[m] [m] S (Chrome) pg S cogmamiad wljlgad gl dal i L gy Lie ot 3 St
: 5,05l allnizlsl 5 a5 (DB Browser for SQLite) cus¥ 5.8 (jul s (53 priaio a i
Jol ol il 341 339 Jorcall culila 1 Joo gl 310W 00m alusi il @iy cnliladl uelgs
A dagl J1 ya 45y (Browser DB) s (53 pauatie Ju 335 Gli€a

- TR, Wy B x B30 https Z//sqlitebrnwse r.urg/dl/
L3t (QR) das el

u:._IHIj_LS -...n.l 1 (£ eticni s
BB o S

L

Getting Started with DB Browser . (52 zaaile 2o (Jeall o
(LogFiles) daudtCilola lg=ngas S miinia Jmwclile (e S JI Al 2 clide oy clmdimia dolil (o sl
u"ﬂ‘—‘iﬂj'c_—“}“ JQ_LELuJJPuLAWQJLJjJ:-JSng_mm ﬂJ.J_LL.ﬂle.J_"ihuJLL:j_nmull_l-ll_u ..L::!_asu_a.

uit:ca.;a.r.” i r:‘! mulﬂljwﬁ'ulﬂjm&nﬂﬂl ;L:'.Lu|u_nL44|.‘i..JSL1 LéL_;.._Ln.u...r_q_"bu_l_” uLﬂl'jLé-UJ
v |

1 onud | ale (Liaomig (o3 (53 miais xial

O St plos o (2 g2 iinie) DB Browser jLaisl e 3 5350 dladiin dadisl <

O .(. . cllsscl =) Open Database... ,lc daiisl @ ((cale) File 1o daiisl <

"C. \ Users \ [username] \ AppData \ Local \ Google \ Chrome \ User Data \ Default" : |51l <
(3 J ] ‘..J;.-_L..j @l Jal {f..;j.-:mil @l ) [username] Jas 2 5 2351l jLun2

O vy asta e (wliltl k<) Al files (*) ;22 <

O .(=2) Open Lle boisl @ coillaginmt] S cale ;LasY @ ( (llsgixtl) History Lle daisl <

é DE Browser for 50Lite -
Fie | Edit View Tools Help

b MNew Database... Ctrl+i [-]Save Project a Attach Database & Close Database
Mew In-Memory Database :
Edit Database Cell
o» Open Database,.. Ctrl+0
@ Open Database Read Only... Ctrl+shift+0 b Mode: [Text 2l = B >
&% Attach Database... [ |
, Close Database Cirl+F4 MULL
[ Write Changes Cirl+5

= Revert Changes

Import L
Export k

Type of data currently in cell: NLLL

\(ip "Open Project... 0 byiels)




"2 Choose a database file X
€ i <« AppData » Local » Google » Chrome » UserData » Default o v | & £ Search Default
Organize New folder =~ [ @
Mame Date modified Type Size o
7 Quick access
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,- DnE‘Dri\"E—Binﬂr? LngiCSA D ...-.-I..'.v é.. Rl A e %1“. — S n
L] LOCK 13/5/2022 10:07 mep File 0KB
|
3 This PC D LOG 22/5/2023 5:08 pp File 0KB
D LOG.old 22/5/2023 417 pp OLD File O0KB
o Metwork i .
| 1 Login Data 19/5/2023 11:49 mp File 46 KB v
File name: | History v| Al fo v
I Open Cancel
i)
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.:T - ‘
2 | |E content_annotaiions 3 34.9054565429687 /collection/sports Jods oo yal (gl 55141
E| context_annotations :
3 | | @ domrloss 4 100 © .urls .y glic
4  |l&] downloads_siices 3 88
5  |[Z] downloads_url_chains 3 94
=| keyword ch_terms
s |2 ST 3 77.1466293334961
|_] meta .
g8 |L] segments e 3 79.8472213745117
g | seite_sequence 3 72.978645324707
L ! ,ﬂ W_wl_swc_pm
|40 {@ = 3 74.6957931518555
111 |1 visit_source 3 77.2715072631836 /collection/countries
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A rzeall (e Ll Judoitl Jlme 2 Lgiiaal Lle 5 5aTig 5ae¥l oda CaiSiiin (b Lo .43l 3 cued URL
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5 s 2
o ﬂJL__;“'” gl él}l 3aaz=ll gl I_"}_h-,‘.}'|_}..n{LH'|)' dgll 3l gl C_jj._a sl J_g_q.n,:_;;_‘-aj
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" " i - i
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id url title visit_count last_visit_time
Filter |Filter Filter Filter Filter
1 1 https://www.google.com/search?... ksa ministry of education - ... 2 13331026045492522
2 2 https://moe.gov.sa/en Ministry of Education 1 13331026047091166
3 3 https://moe.qgov.saf/en/Pages/... Ministry of Education 1 13331026047091166
4 4 https://nca.gov.sa/en National Cybersecurity ... 2 13331026071307456
o] 5 https://sdaia.gov.sa/en/default.aspx  Saudi Authority for Data and... 1 13331026134530124
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Loyl gLl selga® W55 K5, ia.aj-;._“;j A diia) a_ha.n,_ﬁw diad)dad sa(Timestamp) cd gl eis

1o Jras 03 3s e cdgll alial oy @ Lo Lol 5 Lgbuaig bl oLas] 5 elua¥ 35y Jumat ol
((EPOCh) Zasntt @l  ya3 535mma duas o AlaZi Aie 250 111

o= $3 pawaie 2 (Execute SQL) SQL 2wais g S A ade 2 L L aill 2 ali pdl alazn ol o :{.,;
tlgais yo )3 Sl destl (Timestamp) cdght @ise Jlasl 3k Cpe JLAsY! 20515 4 5ot (DB Browser)

SELECT datetime (timestamp/1000000 +
(strftime('%s', '1601-01-01"')), 'unixepoch', 'localtime')

:(Timestamp ) S8l mds 521 paf

€ .(5QL 1.in) Execute SQL gl Aadle e dail <
O L] il 2 dinye 2 i 5 )l el @is pa il el ] S5l <
e,g..n.ijl{?auﬁjld__&ﬂ{;j._&.i:} Run ) Lle daisl <

"= DB Browser for 5QLite - C:\Users\ch.tsalkakis\AppData\Local\Google\Chrome\User Data\Default\History - O X
Fle Edit View Tools Help

- [ 4Mew Database | Open Database 4 Write Cha LRevert Changes |- (jgiOpenProject  ([jSaveProject |  |gAttach Database »
Database Structure ta  EditPragmas  Execute SQL | Edit Database Cell & X
S BRI »M"e B &% = Mode: [Tt V| [ [B]| = B @& »

A | SOL la
1 SELECT datetime(133287016591011671/1000000 +
2 (strftime('%s"', '1€01-01-01')), 'unixepoch', 'localtime')
o Type of data currently in cell: NULL
Apply
0 byte(s)
'Remote 8 x|
- : Identity [Sdect_an_idmlil:'p_'tnmm v] |
datgtime![lﬂlrﬂ?ﬂlEQIEI:IIE?I:HQDDDIJD I+r DBHubio | Local | ‘Cument Database
(stritime("%s’, "1601-01-01")), 'unixepoch’, 'loce
| =
1 2023-05-16 12:08:11 B 0
MName
Execution finished without errors.
Result: 1 rows recurned in Sms
At line 1:
SELECT datetime (13328701691011671/1000000 +
(stricime('%s', '1601-01-01')), '"unixepoch', 'localtims’)
< >
SQLlog Plot DBSchema  Remote [
'-.-. . I"ITF'E |
.

(Timestamp) cagll wis 3:1,2:2.26 J<2
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:(target_path) caugt jlullg«(current_path) =l _J-Ll-u-l'fi-’l.q.ﬂl

current_path

leltEr

ulcdb_}ufud.l.” calallagll JLl.l.LI.lj.qu_‘hjl B P R [9-2 | .ﬂ..‘l-ﬂ:‘;_,h)_'au

C:\Users\binar\Downloads\ICT_Brochure.pdf

<23l o351l ( Current_path) ‘_,JI_-J'IJL...JJLJ_..@; (L=l "a..‘u:u.-.nl] {-\LE.‘.

(target_path) casgt Ll i Laiy a bz Lal calt Il o

target_path

Filter

Jo 3l JLa3ST sy Call] (ya 3330 3,501 2 gl I

|C:1U5&rs‘l.,hina r\Downloads\ICT_Brochure.pdf

:(tab_url) dasl 231 o 9.5 e de 3 02

3 gl aBgasioa iyl gic (tab_url) dast )3 coigiaedle S 3o

tab_uri acbios Las o Jo 30l Rualid! casgll Anmdiatcagll Slgic of (URL) anm gl
il mp}’i e calll LJJhHEJJ.hn; _3] ;3.1::.1:-_“ gl dmdin a2
http://binarylogic.net/brochures/1
:(total_bytes) culdt Jleslsgee
- g &
, T | 1 I = 15,15
Total_bytes L"SJ.J Lﬂ_ll.qugjll_nﬂhf tﬁ_ﬂuh.[ (tutal_hvtes) l—l.-_lE_J"gILﬂ-‘!h'Lj_a_‘hd_n.ﬂ:i
IFilter rolidl @i 2 ad Lescalll @oms Joo culagles o919 caldlidli @S
1769706 Al 333 @3 (631 (gl Lasile gy 35l 3 ga e
:(end_time) slgn¥icdgg (start_time) sadicdgsacel
: ; ]
start_time end_time P by i g A g o SN s o BT g Fg i G0 Jomad
Filter Filter : ’ ]
end_time) slgiuyiod Loiw o Lyadl cncdg N (start_time
13328797041529572| [13328797042103677 ( )‘Lﬁ-l-i jJ-’l—"‘ J—‘ pes ja_r‘ { )
Je>lagle acBgll i-.'r.l_an Lj.d:uﬁj.ﬁ,;_;' us.n_l LeS Loy all JlaSledg e
.,__;P')'Fld...!a..i.ﬂ jlﬁ#ml'ulJ:-LLg.L:JJLqu o MGl dlec 30a
]
] ' I 4
Database Structure  Browse Data | Editfragmas  Ewecute SOL
Table:| | downioads g % % B e B @ A JE} Ba [Fiter in any column L |
id current_path target_path start_time total_bytes end_time tab_wr
! }i-'lftr.'r |!-'|Iter II-:Iter Il-llr-:—r Ir-nlter |.=-|I:E-|' |F-|I:4.=|' |

BT 1 Ci\Users\binar\Downloads\ICT _Brochure.pdf
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:(Encrypting the Message) allu J3! ,uads

def caesar_encrypt{message, key):
# Create a list of alphabet characters
alphabet_lower = "abcdefghijkimnopgrstuvwxyz"
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the encrypted message
encrypted_message = ""
# Iterate through each character in the message
for char in message:
# Check if character is a lowercase letter
if char in alphabet_|ower:
# Find index of the character in alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the right by the key
new_char_index = (char_index + key) % 26
# Add the replaced character to the encrypted message
encrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
char_index = alphabet_upper.find(char)
new_char_index = (char_index + key) % 26
encrypted_message += alphabet_upper[new_char_index]
else:
# Add the character to the encrypted message as it is
encrypted message += char
# Return the encrypted message

return encrypted_message

:(Decrypting the Message) atlu 3 ,ais ¢la

def caesar_decrypt(encrypted message, key):
# Create a list of lowercase alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
# Create a list of uppercase alphabet characters
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the decrypted message
N decrypted_message = "

W
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# Iterate through each character in the encrypted message
for char in encrypted _message:
# Check if character is a lowercase letter

if char in alphabet_lower:

# Find the index of the character in the lowercase alphabet list
char_index = alphabet lower.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted _message += alphabet_lower[new_char_index]

# Check if character is an uppercase letter

elif char in alphabet_upper:

# Find the index of the character in the uppercase alphabet list
char_index = alphabet_upper.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted_message += alphabet_upper[new_char_index]

else:

# If the character is not a letter, add it to the decrypted message as it is

decrypted_message += char

# Return the decrypted message

return decrypted_message

# Testing the Caesar cipher
message = "There are twenty three items in the inventory.”

key =5

encrypted_message = caesar_encrypt(message, key)
decrypted_message = caesar_decrypt(encrypted_message, key)

print{encrypted_message)
print{decrypted_message)

Ymjwj fwj ybjsyd ymwijj nyjrx ns ymj nsajsytwd.
There are twenty three items in the inventory.

:(Testing the Cipher) ,a&ay Lo



res
d =
e

gy HH - 1
Al dye )

L4

F -
'-J - - -

thm

Cipher Algor

igenere

JS2a3

Vv

#

Sy Jia

g picnyd

J

L]
ny

225 dua

m:.-.::-..‘)....n:a "
#
L I “H-h

o
Ylls @é)s.

1
‘=

>
. & =
VRN X

Lzica

L-I.MML,.‘.Ci
Ol Lals sl |

s a'

&

2 2 al

Ly

o2 s Jole M 5

X

F
G

H

J

F
G

E

F

F|l|G|[H

E

FIG|H

v

L

FIG|H

G

DI[E

E

SN (UJIVIWIX[Y]|Z
w '}

i

F

G

KILIMIN|IQIP QIR

LIMINIO|IPIQ[R]S

-
F

J

K

FIG|H

I
]

KILIMINIOQIPIQIR ST

LIMINIO|PIOQ[R|S|TJU

E

J

K

]

KILIMINIOIP[QIR|S|T|U]V

LIM(NIOIPIQ|R|S|TJU |V IW

FIG|H

H

J

K

Fl|G | H

G

I
]

KILIMIN OJP/GQ|R | SIT|UJV|WIX

LIMINIOIPIQIR|S|TJUIVIWIX Y

3les Lie3:3.8 i

E
E

J

K

KILMI[N|OJP]QIRIENT[UJVIWIX[Y][Z

KILIMINIQIP QIR

LIMINIOIPIQ[R]|S

FI1G|[H

]

J
J

K

E

FIG|H

H

|

I
I
]

KILIM|IN|O|P|Q|R|S|T |V

LIM|NIO|P|Q|R|S|T|UJPNIW| X

FIG|H

G

H

J

K

E

F

G

]

KILIMIN|O|P Q|R|S|T(UJVIWIX[Y|Z[A

LIMNIO|PIQ|R]S |TJU|VIWEXIY Z|A|B|C|D

FIG|H

FI1G|H

F

H

|

J

K

E

FIG|H

G

I
]

K|ILIM|IN|O|P OQ|R[S|T|U|VIW|X ¥ 7 A|BIC|D|E

LIMINIOIPIQIR|S]TIUIVIWIXIYFSIAI BIC|D

E

F

J

K

F1G|H

|
J

KILIMINIOIP I QIR[S|TIUIVIWIX  YI|ZEAIEB|[C|D]J|E

LIMNIO|IPIOIR]S | TIU|VIWIX|Y|Z|APFEINC | D

UIVIWIX|Y]|Z|AIB|C|D|E

VIWIX]|Y | Z|IA|BIC|D

E

FIGI|H

J

K

A|B|[C|D|E
A|BICI|DIE

E|C|D

D
E

H

]

LIMINIO|IPIQ[R|SITJUIVIW XY |Z]|A[B]|C s
MINICQIPIQIR | S|T | UIVIWIX|Y|Z| AIB[C|D

OQ|PIQIR[(S|JTJUIVIWIXIY|Z[A|B|C|D]E

A
B

£ C|DE

E

FIF|IG|H

G|G|H

J

K(IKILIMINIQIPIQIR[S|ITIUIVIWIX | Y|ZIA|B

L

N
0

FPIPIQIR|IS|TIUIVIWIX|Y | Z|A|BIC|D

JIWIX[Y|Z[A[B[C|D]JE
"V X |Y|ZIA|BIC|D

WIWIX[Y|Z[A|B[C|D|E

e 2yl

|

X X|Y[Z]|]A|]B|C|D

Y Y|Z|A|B|CID|E

L1 Z|A(B|]C|D

dua

B

-

: Il

- PO Oy |
j i

&
]

| ool syl

-HKEYII

v

& A
LI !
l¥j1

)

i |L_Al_|_..uL..u'ﬂ1 4ol El:ﬂ_-w-_.q.‘tia Y

il

- TP |

vicy s "HELLIO™ g (

- L..EJI ‘;I...L"L-l_nﬂ A

e

]
1
1

L

£

J

&

=

Al Can 30N 3K

3
i KEY" &ica

3 l

s

i,
s

HELLO v~

| daaatly (slin

"

-

LY clogls Jd

=10.E=4.Y = 24 =l 13 o p<i .
| "HELLO" 2_

K

KEYKE

h'lg_g"'j«'-"

-
-

A

32

Ciya JS le el

el

&

gJﬂLgt_;*M

-
L3

|

delS]

|

pt ljl‘ﬁ:) IIH‘H

I L MINJOJPIQ[RIS[TIUJVIWI[X][Y][Z

]

.L.E..q:u

.“R“ c_.uall (t..al_j.n 10 _J‘

F
G

E

F

LIMINIOIPIQ/R|S | TIUJVIW XI]Y|Z

R|Is [ TIUIVIW XI]Y[Z|A[B|JC|D

S|ITIUIVIWIXIYIZ[AIBICI|DIE

M it (il ga |

N

KILIMINIO|JIPIQIR[SITIUIVIWIX|Y|Z]A

LIMINIOIPIQIRIS[TIUIVIWI XIY[Z]|AI[B

J

K

J

KILIMINIOIPIQIR[SITIUIVIWIX | YIZIA|BIC

LIMINI@  PIOIRISITIJIUIVIW I XIY|Z|A[B|CI|D

H

J

K

G| H

FIG|H

G

J

KILIMINIOFPIOQIR [SITIUIV IWIX | Y|Z | A|BICID]IE

LIMINIO|P

E
F

J

K

FI1G|H

G| H

]

KILIMINIQIP | Q

E
F

J

E

F|G|H

H

AIBIC|D]|E

D

E

G

A|lA B|IC|D
aa B | C|DIE

e C | D

E

'H

iﬂ_l‘) n Ell

3

.L.E..n:t

C_D

TJjU(VIWIX]|Y | Z]AB]C

Q1R
R[S

F.

LIMINIO(PIOIR|S | TIUIVIWIXI|Y | Z

O

K LIMIN|IO|PIQ[R|S[TI|UIVIW[X|Y|Z

K

]
J

KILIMINIOJPI QIR | S|T(U|V WIX | YIZ|A

LIMINIO|IPIQIR|S[TIUIVIWI XIY[Z]|AIB

J

K

J

N
LIM[N[O[P[Q

KIL|M

J

K

E
|| I

FIG|H

G

E

F
FIG[H

-

ATBIC[DJENMFIGIH

A|lAIBI)CIDJE|F|IG|H

BN B C|D EpENG|H

e C | D

DD
E I

120

— 1l ajlig

‘il

&,

Ministry of |

A4 7

1 5
P

147
[N )



J.E.ﬂ:l - Ijl P:] IILII

#

maicil (laiaga 24

,"J n

P | e | 0 [0 | O | o e LD | T | = |
ITIAEEﬂEFGH|I
2|2 2= I = om0 i e | LD T
S| |||t ||| |w|w oz
== |2 5= | et o |u | o w|u o
2| o==2 x| |u|o|uw
ol [t o] B = 23 PR LN 4 25 [ P V9
SSTquKTEAECﬁ
HRSTUUWK?EAEE
OO |wvi|=|2|=|<=|x|> || o
(=8 W | [ 7] ot e} - = EE R (] 4
O|o|o O |v |- |D|= =] x> N
Z(Z|0o|a | |un|=|D|=|= (x|
==z |0 |delv|- D=2
——|ZZz|ole|Olx|n|-o|>=
x| = Z OO |vn|=|D=
= ||| SIZ0|e|Te|n|i-D
IIJHLMNDPQHET
HHIJKLMNGP_U_F._S
EGHIJHLMNDPH?
FFGHIJHLMNUP_Q
Wl e [0 [ | = | = [ | = | = [ Z O e
('] [} (W) (W] o B B O3 R b
(S5 [09] ('} (W] [TV (| e ol R £ W O )
60| 0o | | O |wd e | (O | | = | =22 | = |
ol | |0 | | 0 [ | ke || T | [ d

AHEDEFGHIJK“

P:] IILII

IES L MINJOJPIQ[RIS[TIUJVIW[XIY[Z
P
Q

]

1
&

15

th

.“V" bual‘ (e.'alj..q 10 J!

E
G

]

E

F
G

I

F

E

FIG|H

H

FIG|[H

G

E

F

PIQI RIS | TIUIVIWIX]Y ZJA|BJC|D

VIWI XIY[Z|IA[BIC|D

U

KILIM|N

LIMINIO|IPIQIR|S[TIUIVIWI XIY[Z]|AIB

N

J

K

M

J

KILIMINIOIPIQIR|ISIT(UIVIWIX | Y]|ZIA|B|C

J

K

FIG|H

]

KILIMINIOJPIQIR |[SITIUIVIWIX | Y|Z|A|B|C|D]|E

LIMINIO|IPIOIR|S|TIU|VIW[X|Y|Z|A[B|C|D

E

H

J

K

FIG|H

J

KILIMINIOQIPIQOQJR (S | TIUJVIWIX | YIZIA|IBIC|DIE

LIMINIOIPIOIRFSHTITIUIVIW XY Z|A[BI|CI|D

E

J

K

FIG|[H

]

KILIMINIOIPIQIR|SERIUIV WIXIYIZIA|IBIC|DIE

LIMINIOPIOIRI|SIT

A|/B|C|D|E|F|G|H

E

J

K

e C | D

E

G1G | H

J

K

Bl L MIN|[olP|QIR[S|ITIUNBWIX|Y|Z|A|B|CIDI[E

P:) IIGII

!
&

5

Jhg

.“S" dieny (a:..‘atg_q.ﬂ_ﬂ

IEAEC“DEFEGHIJHLMN
== I e oo L | O w | o | — | = a2 |— | =
2|2 o= | =T fem | | 2 i (e | LD D | = | = 2 |
o e e ] -] (W] ('] [P (PR (o e o B B 2
=== <> N < |0 U O O T (— =
e | o ] ) = 24 - [T 5 o 1) (9] ') () [P T | e of B
=l 2> (=2 x> N jm|u|o jw|w o T
AL = | D= [ | 2 [ 2= | <L | 1) | 2 s e [ D
4 Tl [ T = = R ) [T - f (- =] (8] P ] ) [V
OOl |vi|i=[2 == 2= || | |u | o | w
oo |d|e|nj- D=2 = N|<|mlu|o
0|0 |o |Olo v |=|2|= = | = <L jm |
Z|Z |0 |a|Olx|vn|—o|=|= = |>=|N|<|m
==z |0 O D= = =]
LLMNU_PQHSTUVWKTE
KKLM&DPQHSTU?WK?
—| =[x |—|ZZz|ola|dx|n|- D=2 x
—| === zoa |gleln |22
T |— === =20 e |de v o=
DO == | 2= |0a|Ta|n -2
FF_GHIJHLMNUPD_RST
ELFEHIJHLMHUPQE“
C| 0 i [ [ DT | = | || = |2 O e O a2
LU0 (| 0| T == (x| == | Z|O|e |
HE_CDE_FGHIJKLMNUP
AAEEDTFEHIJKLMNU
aH_EED_EFGHII_KI.MuME

Ty =
ol >
9
3 =
u,_mg
A
el
i
wmn
9
—
Ll
-

)

]

}LHLM&”

3P

!;ha“

-

lg¢ﬁﬂ14ﬁﬂﬂ¢£hﬂﬂ

“-| . ‘.I 43
2

- Ll

LU

(i
LY 3001 2

=

SKEY" 4.

=

- POV |- T PR

@l

_dbawﬁlﬂj

| "RIVS" 2

&

OIS B

sissfl JFails

1A AT

:(Encrypting the Message) atlu ,31

def vigenere_encrypt(plaintext, keyword):
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[ord(i) for i in keyword]
% Convert each character in the plaintext to its ASCll value

d _as_int

o7
=
=
-~
o
Wy
<
W
=
S
e
m
g
W
=
=
.
=
[
S
=
S
S
[~
L h
=
¥
=
S
o
=

# Calculate the length of the keyword

—
=
e
w
=
[
el
)
L]
%
=
A
|
=
—
o
s
il

» ® keywar
e @
L]

l'-.ﬂ

L ™

—1ll ajljg
LN CRD H]

Ly aF Ex

1l

M

‘il
r

P N



plaintext_int = [ord(i) for i in plaintext]

ciphertext = "

# Loop over each character in the plaintext

for i in range(len(plaintext_int)):
# Calculate the new character by adding the ASCIl value of the plaintext
# character and the corresponding keyword character (modulo 26)
value = (plaintext_int[i] + keyword_as_int[i % keyword_length]) % 26
# Convert the new character back to a string and append it to the ciphertext
# Adding 65 converts the value to its ASCIl representation as an uppercase letter
ciphertext += chr(value + 65)

return ciphertext

:(Decrypting the Message) allu 31 ,add ¢l

def vigenere_decrypt(ciphertext, keyword):

# Calculate the length of the keyword

keyword_length = len(keyword)

# Convert each character in the keyword to its ASCIl value

keyword_as_int = [ord(i) for i in keyword]

# Convert each character in the ciphertext to its ASCll value

ciphertext_int = [ord(i) for i in ciphertext]

plaintext ="

# Loop over each character in the ciphertext

foriinrange(len(ciphertext_int)):
# Calculate the original character by subtracting the ASCIl value of the
# corresponding keyword character from the ciphertext character (modulo 26)
value = (ciphertext_int[i] - keyword_as_int[i % keyword_length]) % 26
# Convert the original character back to a string and append it to the plaintext
# Adding 65 converts the decrypted value back to its ASCII representation as an uppercase letter
plaintext += chr{value + 65)

return plaintext

:(Testing the Cipher) ,aasy Lasd

encrypted_message = vigenere_encrypt("THERE ARE TWENTY THREE ITEMS IN THE INVENTORY", "LEMON")
print(encrypted_message)

decrypted_message = vigenere_decrypt(encrypted_message, "LEMON")

print{decrypted _message)

ELOFREEDSGEAQBGIXFVEPIFWGPQEHVYXFVREM ZIRYXAFL
THERETARETTWENTYTTHREETITEMSTINTTHETINVENTORY
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The Diffie-Hellman (DH) Key Exchange Algorithm
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:(Preparing the Algorithm) aa) )l g1 slael

import random
import hashlib

# Modular exponentiation: (base”exponent) % modulus
def mod_ exp(base, exponent, modulus):
return powl(base, exponent, modulus)

# Generate a large prime number
def generate large prime(bits=2048):
return random.getrandbits(bits) | 1 # Command to create a prime number

:(Implementing the Key Exchange) zulat! Jala dules iuass

def dh_key exchange():
# Agree on large prime numbers p and g
p = generate_large _prime()
g = generate_large prime()

# Each party selects a private key

ali_private_key = generate_large_prime()
ahmed_private_key = generate_large_prime()

# Each party computes their public key

ali_public_key = mod_explg, ali_private_key, p)

ahmed public_key = mod_exp(g, ahmed_private key, p)

# Each party exchanges their public key and computes the shared secret
ali_shared_secret = mod_exp(ahmed_public_key, ali_private_key, p)

ahmed_shared_secret = mod_exp(ali_public_key, ahmed_private_key, p)

# Verify that the shared secrets match
assert ali_shared_secret == ahmed_shared_secret

# Optionally, hash the shared secret to derive a symmetric key
shared_secret_hash = hashlib.sha256(str(ali_shared_secret).encode())for bothhexdigest()

return shared secret_hash

:(Generating the Secret Shared Key) < ymat! (g !l pluat! ad g3

# Produce the shared secret key
shared secret = dh_key exchange()
print{"Shared secret:”, shared secret)

Shared secret: 74b40ad75c4d76edcefd24bcble?27bel04cb0c22072e0aad65b5a29b60d1ddab

124



Cybersecurity, Cryptography and Blockchain d:‘.fh LS PR PRS- T-iri (g | PURPA { A |
63 ¢ e ‘_-_,_‘-5*1 3ol JBL_L;E.. Lalal 3)__.;‘..&*! olgradl 2 (Blockchain) d:.ﬁ.n alulud aaieo oSl aal
Aadl oy ot S Bitamad sl o2im S S W 1 pag oyl S oML ALl Jim et 8 o g 5 yaY fom
Jj_a:u_ﬂj (Smart Contracts) a.sSit s gaall gad sl a.‘m_m.‘-’%"_‘_gJ.z.lJ“J_._‘ul VLl sl A0t cilaxgllg
1352 Jases « JL Juses le . ( Blockchain) Jas adad 3,5 daids al el L:h.l.m.ui‘n.u_ﬂmel'_dfa_}_}rs.n daardl 3500
OSSN aBall 1082 3uial 5535 ol Ao yull 2 Las somm g8l a3 ey ygall Alealis M alaa 3,515Y Likina LS
Cfﬂ-ﬂfﬂdjmjuﬂ PR AR n.:r” il isgu gl ALl Jilasl J d—!l:-—-ﬂ LIl @algall

.(Blockchain) Jast At 3,053 el Sl clileals 125 e 32433.10 s ij:mwluujm1ujl

(il )=o) snas =il € L2 a’fD“g‘ 2 e o Al Jaud @

:_j e ) el
— = f a N , 5 =
N x ! alod.. dS, 2 2 5.l e T
- = i o
-l"r & = .-l"lr = o ll.ui'
it Bt _| -“"j E"’

( Blockchain) <1

v S ﬂ@ﬁ
{ Ry
S yoll e dzalgll @ Al N 3agasdl A6 dalisl o3 E

i
JEH Al 3 1565:3.10 s

s

| R
Hs

:_:UJIEJTLum.deI).LJuJb_;_uJILH‘ﬂI 3433 2 (Blockchain) Jush At 3,55 aclus o _,S.q.._u.ae__nj

:(ldentity Management) a ggd! 3 lal

@bl cns_vu.” LH,.__MM‘ dS.qJLQJSH'E O-al dasa 3 )ls] allas Lasl (Blockehain) ST E TR o e
Claga (305365 SN Al I Bl Aypll Aalall (S5 U L e Aol i 04 3 W 0 LS Liag
La it o ipanlgll e @gilils 38y s Loa (Lgin 33mally uaginndd

:(Supply Chain Management) ._11..1.1;_9...“ adeali 3 ylal

Hdu.ﬂi_uﬂ_thlwdmgamju_ql JJJ}J&J#L&&J'J'ﬁLL:J Lzl (Blockehain) i_;.s.tu.i...md_ﬁ.u
,._J.a..nSL..lljf_;La_dl “SPQ_—‘-'-*J-‘SH b a..\.u_-.ull o yaill Al ialen AEY 13 €t s JLERI Joew o daB e 3N |l
Lo 5955 ol Lgs cusall ane

:(Smart Contracts) a.siti s gaall

JL_ca.‘z’lJJauud_imjﬂfuLﬁLmJHg:mj‘E:..qjj.aja_:.JL_.s:: ssae < Lail (Blockchain) ;&J#Muﬁ
JIEN At o Le 3 Q5LEN 283N 39 3al) St s JLAM Juw cw o a8 ccaglall gonill o Lo oM AL 3835 oy e aSTatl
a2 Jlasl bl L_,AL}E Los paull dntlen clilee a1al (Blockchain)

:(Distributed Networks) ac gl Slsit

alagy yllses 11372 Suelill LgiSal a0l du3S ya yud Aial ulSe & L33 (Blockehain) SSS | Aalad 5683
O San 1L J.u_m‘_,J_é (33Ja0a J_Er;uuh..]l 385 e 4S5, (Single Points of Failure) aa ,at! Jaati
Aiilaig ial 5 S Alaz 1] Alagi (e coLall] 38, L Latas] sLa3) S ALl e 2 5LGH 20

:(Data Stnrage] Sl (g 33

aelas ol S8 all g 43S pa pud g dial u'...Lud_u:_, dotail < Lasy (Blockehain) Joss| At alaznl (€

18 0 UL i Len, ;__.mauf;u,ﬂnu\_,ulu!_gﬁu!j‘uuu!uum,mmdﬁi
IR Silongtal] ol Bl (5SmSR



*:"'Lf 'l.q.'.!.i ailoladl dlasall g domimmenall dlooat| J::l_"l-

Lgiel 53 58 ilaglan | 52l ud padll juadiall Joms -1
S5y Ladlas (yn 323l B33 Ll e’ .2

# o d =

3 4 # - -
...Tu__,_” F&wb% Ll_j:_n:-. | 593 ):n.a..l.'dl {__g_"ljﬂ A4

VLAY ol pa ¥ juasall (VPNS) Lolsdl dusl ;¥ Sl Al anzii Y .5
el

.L]JLQ:IJ.!#L&CL‘L&“MCJA 'I;_:HL.H:!- E;L&SJ_‘.S‘U&J_J J:Lq:lll CL‘m.U h@::.s
P BT T R T TICE B
.5 281 Ll 1 Jgeagll ol pall Julons caghuad cylluatl auzenn .8

Lalall = Slall Sle adaull Sle g2l g fpuld) pradieioll (e 3201 3L (€35 .9
oardl eguas

e nlCidig g ke [lhzade 3208, 30 65 (CA) clslgall 25 gias .10

calac WjM@uE|3314|@ o




st el @Ilall 2 puasil aatst clagaati s (@)

. AGET Sl ) 93T e T RSN £1 933,831 o

‘D*' ' # - 1)
g @* = _u

|_—ill ajljg

.!_TL!
h1i1|g.?ll; af Education




ﬁ\ﬂlﬁttmllhija).yﬂmw o

g 9ue gy O Cilay ) gt A5 DAAN Acat p 1 19331 Lt 0 S5 o

L
ia@“‘
LY

[ L1
@ e L L
‘ -

pu il aylig
) | 128

Ministry oF Education



: - ‘u .h o
v 'l-\_'h.uu -
E — L i; 4 ‘s
1&‘ A
o | g o
Aol 2 delal E._u
._)-_ﬁd-ul-d e

’ 4\ o
2 ! - - -
- 1;’1—“—:&;.4.”
oAl sy A
J o old Ol paldl Ll a  pSat
- J-.j - & +J!
.EJ.EI.&.HI.'H—I'I..I o

ﬂ"#g.‘ e

l -
'.'B*'i )
e®,

il ayljg
e CLEMMY
;~1|:F'|f2_=9r|;-.lur Eolucot




a8 ) o pad ) daly

i f bk § u.u_}..ﬂ'l

AL SLAET g (A gt | (pa Y

www.ien.edu.sa

AL OLCE 2 A ) (pa | dglan

Cybersecurity Systems in Emerging Technologies

o Wi ] ﬂ..L&JS:_J.Equ (@lladl Jos .:L._-.J1u_-..L..au.qJ_._,s_IEJ_uJ1j)_i_.s_ﬂ J}L_-JlijﬂlimuluLﬁalw
(J9dl g bl 5 o1 N Bpsgumig yal Lo 3 5uS Hlalimagelinss Ly

aJL...n.H Slazmgll (po Lalai¥ oig ratad il ol g Aalai¥ g sBled! lesd 3 90 e LSS B8
5Ll ol emnl 2 3 yell A00aN ol a8 u_a_._.“_nmu_u Leias. 4_,3_-_)_@11 e Jaogll ol ol L.}_n..'l_-..'“j.
Lgialen 2 il puseall Gy datail Aueal carig . twnmumuhhMI

loT Devices ¢ La¥ 1 S, 3 pga |

Lelaing cbilad! aesd al_).-_..".:(...iu ilasl 11l 3 3¢l oye 305 oo (Internet of Things — 10T) ela™1 oo,z
a@ij¢J1ﬂ1uuL£ ;S5 LS 23000 3 5001 (e w3 Al s L1631 55 g2 W ol a Lo g Lguinas pa Lglalmig
gasa)ldlq.unll Cilazegll Aol 31535 .6 15 )M ALLEN 5 5ga Y g dusanll 330 35l guduckioatl oM Al dslesd!
dcuganll u'._.ginﬁ:-‘zﬂ ol “ya p Kl celligh e JIEL ‘_Ja.n.-.u‘_,.l.ﬂml_....u'ﬂ Orget]] a_:,.g:-.‘ JJLJJlftA A8l yaaeall @5l youl
i O ey ilamgll B 2 KT Lglacmyg g3 Cpal il ] 30d i Lo L35 (yo doml Lo 133 gutma 3] g0 3 skl
A5l i g AT AL 3)13¥ g pua B30l 1 Jadugd S J.l.l_uk__-}.ﬂl il jlan 3 yglaill 3 uganll ,Ia..\_-:-_-_...ut_,.ﬁ Silewn Bl

ol Lo s Lea Wl e ymil Al 5,01 Sloliell (e oy 8uthy cAleimll ol uigill e Lgialal s Lgbile 2oleat 28,201

:(Weak Authentication and Authorization) . sailly adslall cass

e lgall Alg o Uslual Lglanes Las (ugp onsgdig A kana bl I oL s 50 53 gl anas Le Lile
e W n._..uJ_._-.La_)_GQJ slest (MFA) Jslgall3anatio d8:Lallgdugs g0 culal€ alaset il Comy el1ldy
A cjwai‘ Rt Jaogll

:(Lack of Encryption) ,asit cass
W PO 1 00 [ P B /T Y PO -1 POPS. P [ O 8 DL, [ POSE JC T SO [ERPRP | G~
Aaamia a3 bl il 3k come il g conasbgll

:(Firmware Vulnerabilities) ailil! pol odi &l pa5
L_TL:}:EL.JLmd_u.J ﬁ:..‘:ﬂ id_i.q.ucd.' 5 J....a.ll z=! ! Jls_.alL_,_nLjs_u‘_,_a(Flrmware) Ll sl )
Lémjlipﬁlhmwwm dlggoa Lgal yua |QS.AJLJ'LJC_AJ.1LJJ.: L..._.ﬁ”a...JJ_._ﬂa}PH_gj.r_-uLa



:(Outdated Software) aSasil sué Sliowe sl

Jasilgia . 5SH Ml La‘g-a;l__n_fu;ﬂ eyl 3}_53;1 e J.lﬂJhlﬂ'ﬂng.n&! Lj_nl_}:t_...bjéuuﬂ LJ—'“LJS:‘PJ
L'ul:nﬂ HL,_._U ‘Q_Ta:u.u .._'..._1_..\_-=-_'|.ﬂ ,L_}_q.n-ﬂu ;Uﬂjiﬂwuﬁ gl;ﬁ@;g@ﬁmﬁdﬁamﬁ
aﬁj_)a.ll Lm'ﬂl u'\;..uﬂ ;.L....Jz"l t...r.u.u1 J.g_*--lu ds....aL-n.ﬂ l._'lLl.'.F_d‘)A.ﬂj

:(Privacy Concerns) s guwasl gl
0Sad oAl Aaguamd! caliladl g a9gt! cslaglon s Jia Bualium Rrumie & il £ LN 53] 5 g paani La L2
3o il Ll 3ueS Cpo ibiwnayll 2o (1 oy 1ty a1 2 ciadg 13135l (ol 32 Lgal aienl

Apogaastly A5l Caglietl (o LaW o5 )5 5 5ea] Alal gy Lgis3ieg Lgaan @ 3

Smart Cities a.sSal ;,:xfi
35138 gl Grmnoniy B pnonl] 3ol 5392 55030 (10T) eba¥ o513 Ayl i) 2,53 Ol A
ESISSCE O, [PLFORS (PRNPRR (e 3ol ULl e slaie¥l @ e daladl cilassl rausiy
__3.1.11 ‘_j_._-mu'._._..z_‘di e slaie¥l g datizell Gal H Ul o JLas¥ 5sL) Gl el a g .l ilaall ﬂ_LqujﬂJJ}a_” u1_, -l
bt s sl zean ] vl 2. ol alandl, Jubsave. v s AL i s g s s 2 1|

5-_9&53| Slia! &igus 2 oy Lan ASAN A Lull 2 59,1138 50 5 )l ] allad sugs PLg.nJJL_)iu JLJ| Juien e
345 (g 3 yuall Cya . Lgan s Jubas of oLl gl of (Ainall 2oLl il sl el | pLad le 3 ylasedl 438 59 i i3l g
CilgSHiNe | iatanl g ASLA| e ptdl G LT g oA S0 ol el Glasal 3yl oy a3 3ugB yl s
et ES hlatl e sace Daeadl el saew iy faa L Ackast o 2308 gl gty

1o Le 380 ,;:_;ng

:(Vulnerable Devices) 3l 551 5 3> ailld
Léﬁl;.._m.l uS.AJujLI.TLIjL:J!J_I_I_m.H u_nﬁl ldlaia enlHlgel g0 ;Ln......‘!"l t..-_u.u| a_;_&:-J qn_l.q.n..:u o La LJ'L.:
i Y PPE s l:_1-||_'||l_l_l.“ Lr" Jj....ajjl j! P! .a-;,.ﬁ:nj uJLHMM#_}PY‘ oA i‘-‘l-‘...h-'hu.u‘ US.A_'. 1.1.5.1} Ja.'ﬁj.&....u

:(Data Privacy) olilud! Ao guas
:Luj- i{jﬁ)ﬂ d.a.a.a_ﬂ-_..u.ﬂ uhj.l.u.“j ':_Jj.u -._1'|_1L.1 ‘J.m J'H}iﬁ” L}.l‘.'.n_'ll_l-ln.uﬂ u_d‘).n_ﬂl Et_.S.ul ;_;..LU a_d:u! C__.q:u
d.__u.a_}..a_-n.” ,;__;L..uf an'lJr_a Lna£| Jﬂ_u Lg_rs.l_g ;,__-;‘)_"a-."}” 4__|::-JI|_'|-J| *JbJa*ﬂj 4__1._1)1.:'_?' uL&:r-.U 3_4.‘_15-._1&1_‘_:_1_” 03 A

:(Cyberattacks) aol et Slamgl!
Aol i )yl Gom of sl S5 o (Sl 31 A aiall cilamgll L8 AT A alad] y0 yas a3
(3 lgm g A9 e (g Cagis 2 cds Lo gl LA BME frian Lgall (3San ST s Slad

:(Lack of Standa rdizatiun] dulall palall s g gpac
in.mL....uj ;Mmu'ﬁjsyjfjumﬁ|mbj d3Jasa n._'nl.g:- 4.?:..;....@_;4.5.1.” L_,.J._U a_q.laﬂ J._t\_g]a.l.‘q_u La LJ'L:‘.

{Lfqu_‘_u...uu_H i_1-l).l_1g.|.u.l.1-u‘ us.a.vj .L..Tm‘ﬂl e.q.‘i thmid_n.u’l_mﬂ _,_..,LJJ _'1_3:-._5‘1.1:-‘:




I S e Lgia B8 AT cyal @ead il jLall sl 3,855 @gll (o ¢ plaliell o2 (pa Caiiesll

o IS Lglae g Lgial Olaccal allamily Lgomuminy dalai¥ 5 3 342 Yl pua Cosiss
Aabig 3 50a M M s 5l a2 fguagll ot Jpumgtls @€anill s Bugh AR5 Lins Suai
Lginleng 3l sl (¥l &l 338 it Aalatia 3 s Cpal ciladi ol !

e pous Lgia Cagiznll g &l gonll Lot S Aol dalal ping

Lé_al....L-':L-l.l.ulj Lguh):éj Lg.:.a::- P'-E l.liLlL‘_l_t.“ i:.;lj uliL-lL‘_l__}]l l‘qmjmiuhghl.d:-_u Lﬂlu.n]‘ n.:tL.u'a__u.u]l ‘_3-.!:'-!“:‘(:}"“ Jsil:dl
A 3a0sedl dayl guiall (S

gial g aatiall Aata¥l 38lg3 oylasial Tun 3 gaill Apcakuall yuslall jaghas

Autonomous Vehicles 52L&l 4513 LS 4t
lﬂlﬂdu!M:juLimuJ.caijﬂ Lol leadl o el € 1) gy
Tl 36T camsua] LU o Ja  Lgiala2 g ‘é_un 193 Jaall
Al 8335 a3 Al Ayl uLu-_g.LIL.a)c_,_‘S! .__._-,._,_‘.:.l BT b P
| U | PP FR N J—uﬂ1 ;_1_5.14-.31 L rngasil Gl giilg .s_rl_S)_ll 42
S5 1 g Sl (0 3801 3L31 2513 LS 1 o Lum F
A il Adm bliltl oia Sl LS 5o Lgaghs o L] 4—.-5;11-.- sl
Cagliea Lyl 5 LgiSy s 5391 2o )51 (ol ;L1 5 2 50e Yl il ganllS

Ll (el s Ao gunasll oLy

2 gial 5,38 JiTaed 30 peall @5l (5 0 0 S LN Jaran e
Lo yeasd ot uBlon Ly @Sill 3o Lal 4515 48 ya ¥ liasl alla
2aai 303l 2305 LS fal lass collazy .y lazell LgilS ) (a0 f
Slwyles Goulaiy (W3 (goall jua S5 1 ha 5o0ata 3._“._.|.a| el
48 LS @laisetl el asagall L alazit] 3 50,11 5 3 ia¥l ciluma yull yoglas
Hilee 2 3 sea¥l EI ol Ll pacall ciliaagill e LS5l ola Lslen
Ll 3515 oLl les 13,11 e g glals Jaul Aalaily Lgaeas
IS 1 a3t 3uea ZIL 5l

M{nﬂi1msijw1aﬂj1}ah§ﬂ1&ﬂd¢a! - I'Jjal:hl1&a .____I
AN il yLall Juzaal

.ELH-JL;J L.I&.ﬁ’lj 3115‘)11 s a_l_;l,__,:,_ﬂ QUL_n__Jl aﬁ'ls‘}__l.d.l.-u.j

e JS Jaaly Lial Lgil oy oSTall aLaTils L5 s 5 A8 51 cilima s st

i"“ii | ﬁffi 4LG:I#_I.“M_5L_,.-'II‘)__L_I.LHJI Q.ﬂﬂ‘ l.i'llq}_ij HMME‘#&HI IliLﬂ;l;l.E Fl__‘}::l-!l
-IE-:EI.T_E::__"_'\:}E' B B

132



gDl g 3l sl Cpa¥l &l 535 sl 5 LigSl pias Ais (pa Gl g Tajlin ol )Lizsnl o]yl
AU Bl M s 250l pul fgumgll il Jpamplls @Sall 5 3353 2s L S

A e Lgiaca il g &l gl ALt U E.L.ﬂl.nid:llﬂitnbj

R PELC | 00 o et & | e il D LY I T S S O L -0 A o L
9 lgi 3t lgran @l J Ol Jdisgns e - Lai (ya
3 3a8oedl dayl guaalt Loay

5G Networks (uwelst! (ot OISCL

Jm.-_ufsi de ey J2l Jgum3 0l uuuu;u@pwnjuﬂ@m cilaas ugis gualidl Jasdl SIS LS Saas
ﬁ“ J_._;l :_'.La_q_uuj 4_.5.111‘_,4_“ mJLl.a_H d._|J|.‘:a_~n||_|5J.l| Mh#umij.gbyumiubuldjuj
;#J}d‘ J.-.u)’u.n.'r :ll‘h..\_ﬂ-_ll _)JﬁLﬂ'_“j i_'qu_m-_gﬂ |h'g'l_!dr_t ﬂ'JL]_J iaLa! 3._.:;_-;;;_11 4..1..‘.1]‘ 4.1'..4:-..1 L_.,_ﬂ)_._u.u.” Jnm 4.1-__93).14 A0 Jl:u|
@51 5 551 A yall e Al 31 33623 (o JSLgll 3utally sualinl e ol N S
Aleandl UL 3850 ol Zagh! culaasdl Julass 3] (535 43 Lo amantl dolsh Ml 2 450 5 uucall

Cloud Computing dolowud | A _9:JI

4_.]4\3)5_9.: Leo 3ol aslgandl Sle quL, Lgintlang @gilils oy 355 (e YOO PRCA U [P DA - BV | 'JS_.Q_‘
o e (yal ol Gl Al 44._1,1!mu‘_,LM;.Jluimmm_mdﬂjmblljmmn 228535 peugil]
Jgeogll g cctslili! calBg i Lo lomead! L3 puead! Cypadl laliea Joizi . Lolomes 2alinnntl colatantl gl Llont 3 st
e IS8 Lgdug coss A lul:;;..ﬂ'd_i‘);uﬂul_a.l_-hjus—u JUL Liein o laa, uhwlhﬁj‘mcf@il
Alai=ll 3 Gglal Bl gall oy a 'l::c_ s Laglalot ﬁ_u_;..u ] $o% Laaijsges=ll LLuLad-uLﬂjj_Q.au.a).ﬁEM
uL.:-M' ng.a bﬁ.n..\_a-_-.a.mJJuS.m...._u-m_u'u-_.Jl Esliadl e |50 8 b.!a:.ﬂ_.b-u.ﬂ ~_11.J_1..Lg.d|k_1$_...uu1‘_)_<‘._¢_;l_q$
ﬂ_dj_,_gm A3 laasdl Jralaa ol ket 33, 0t Jgcongll il n s 1=..!..1._-a|-_._...,1 el dule ol A_aLaa¥! 2_ syl
4_:.:.-_‘..“ Lol uq_abu_;‘z’ﬂ_...mq_ub-_.ﬁl dLasm]l Jn_?_ni_ds_n__._q:n a1y s A lae diugndl 3l aWaES 5 S
Lol 120 3t g3t {“z"‘*“@ﬁjfﬁ*lﬂ:*"-“"—'-“ﬂwl alalats 4Lk Zsles (e ¥ i Juaadl 0355 Lo Al
el g e e mlinnsll Sle oo llig cmlosmgll Flad @ dlainl (o i o Les ol ol 335 ol LS )l Gagas )
Aol Lgtgunl lestd Al fpaWl culel yal Juiaisg
Quantum Computing Mi lm_pgl

Laudaall el 5 5 g u_atj_..ul JS 5 Al eundl sl ilaell oY ‘nS_II L] COPY T PRS- B | - DOPPO | OP I
il g ds oW suglaly. yuadall c¥lma 13 2 Loy iculeliall cabize] A85La e Ll ‘_,i_wjia_.ll 443550 s 2ua Sa
s g ST Pl Wi el wgudmafus)_nﬂmmm el Jg_m,._;.._,sjjium
bl yaa 250 ‘—‘LL“JJlPLJ-“J"'“J!J-"”SL“I'S-“l et i o eI Cralnll 3300 )—uﬂ'jf_—*ﬂ'fﬁ”u—iﬂd
Sl paat Raglie s asan ciluad sl suglals (ygta Ll agly . yud 2all Glig ol 1o S A s ye 3 50 Sl liladl Loy Lo
st Lm0 Bugandl polas Mo 2 puasatly 3l Hlaliell Aganlgl slaaidU puadall wls e eIl 3 gt
LVSVS Y OUPE VOV DUPSK CH X [ - VRUR DUCSOR L -FOWPICH DV 3 PR PP W




WY plaiy LelidawW! ¢ ISAT Aokasi

Artificial Intelligence (Al) and Machlne Learning (ML) Systems

Sl oy @latl] SR €S IS (pn il sl il 3 Qe g3 125 25 @uju;umm LS Aaladl clua]

AU YLl g Les Ao gine cilelladd ol 2ot 2alai¥l 02g) gy gl g pas Lgilol cpuunds 3uialls Lol

oYl imimieia suelive peliba ¥ IS0 Lo L SaH calamlt < LaS  Jaill g iumill g Aumenll dle 1

O S |3y iaa Lglan S 3f (193 Lgu 5a3 a3 3l alai¥ sy icnnlibaat] (03 pu i€ cilaaS Juloi 2 il el

U ] Bl Al e e Rl el i

JJJ_-..:aJ‘;HﬁLm_,Lm_,_,ij_-.Jusm_._u. el a1 2 eVl (IS alaie ol G5k 5o am{i_‘dim

23,3 33N VL o Lol sty sopaniiad | lolu of 30 A1 @ilily S o s Sl s pa¥l il
gt Ay ppall Bl g cilacm gl (BLEII 2 3l el (pa¥1 338 b3 ebiw 0 (K 1 hal gl 39ag A puds

ERTS :.-UlLt.u.l ull_)S.a_n__._.:“md_._._..H ! WA B | J)b..u_qu_d)_._._udl d_a‘ﬁli;cL@a‘ﬂ 5 GO | - i) Pl L..:._.I L_,S_,,_,

Lgaies cilamgll pg3 (pa¥ 3 ad pig o Lgigus B Al Sl pundl b { FCH TRV, JURPSJ P DU (O WA P |

S P IRTRERTICN H P [JCH YESWI WES ) \ERY

oyl cpa¥1 20N ﬁi:j e lila ¥ £ 1S3)1 calitant Adaadl Aa¥! Ganns L Lesd

:(Malware Detection) 3 jlall Sliswe pd ‘e 2 is

Lol 2 LA daliitl sty gloatl dalasl Julod SO cpa 3 pliall cilymma pull L) e lilaual (1S30 (€5
LAl G tgoall N oo gl Sy e lilans¥ ¢S Lo @31 alaitl g2 a3 1 Sl Jupun lad IS0
Al 3yl duma ps il Lo A0y 500 pud aslgies Jund

:(Network Intrusion Detection) as..id 31 ,osl cads

i a3 3 daLei¥l sasS g bl 38 e Julod Gyl (e 3l 313l cililee (BLES] Lelilaa¥ 1S3 ¢SS
A Al e e 3 sl w¥gloma | elila oWl LSO e @SLaH allaill yufy u: JLAL o S ladiagmapgBy
ALlall Joaadl Juoe s ci¥glel (goliel yjug sue 39 g IM5 (ya

:(User Behavior Analysis) .fl.:l-"l-:uui| & gles Sl

JEL Jran lad ALl iyl (a1 labiea suasig caoieiond| gl Julaat Lelibais¥l 1S3 al it oS4
AslacY! qlmuLcLaCJh-.q_uLu_-Jl abiladl A alagll Jgmg I Selilas¥l S0 u_h:in_-.'..aﬂ ‘a.LIn.._H padnge
Slaiza (Juagoyliels

:(Threat Intelligence Analysis) a.ELaw¥1 Sile glall Julsd

Joten L A0 2L ol gl sy ulilalt 330 w1 il aglall Julos ol ilens alusll elita 0¥ o 1S21 0, S5
Lol yudioges ymi¥l yuedepun 23555 )lis dimays 390 g elilhayl ;ls;._nu_ui.::.u;l iue.m;;,_;j..j:tjm
Dlams L2 luag Laj)loels

:(Fraud Detection) Jlo=¥i ais

oled iz 811 il o Lt clBliag e Jlaa¥l (a3 Jlas ¥ Al 2301 Cal o€l olila nl 1S3 (<

C_}Im- jl LQJL:)_&EP‘.JA{QJJHLQJJ El.jl.a_d d_LnLa.au_” L___,_.:;Lr.’f:::....a?| 1€ Q_Lr.fnql.a_ﬂ ial._t:u.ﬂ iy 48 JLI.“ Jren
d.q.lm JL..:.-J Lg_ﬂ ulc ‘i..'l_"-Ll.Lu.ﬂ” Lg_‘iLr...i‘_')” n'l_:u')“ Jﬁ.q.i



ﬁjﬁld_&)i@s_qf;# i sl T AR A (L B e 0] B
P|M1Mds.uus aJLL..:___,.a'I}_r_‘.“z‘ Lgal ,aal ol (Lgule Joloeill Adsloasdalai¥l ola calagr . 4_|_11)_|_1_,_..|_T|
AT cilama oy g A alaid 3 TiaYl ol 33301 st e lilauaWI 2S00 e 3 GSLaN (35N el amntl g 1Y) ol
I3 adlost Sig,asdl sy LHJ;LHJEAJ}W(QL_”_;LM_;JP‘:. RESr .,_,ﬂ_q:-l.g.q.UdS.u JULl Jew e | L’
Lﬂsyjﬂwmqmmdbwb&?‘ Aoyl guin gl ol (piZe 2| il (ggima
oriStn £ AT i Al el N Qi T N A A 0 8 ana] B as
Jures Sle . oeliba oW £ 1S3 73 0a3 2 Auia¥ el a1 JMas ! &Iﬁwsjuamﬁaglﬁ@l <5yl
ooyl 2 jpolldadlasalliglosl 2 Connaslan. an_uah_,J|Ln_LaJ-Luuhjauﬁ_‘hL§_Ll~_d_LhﬂJJ— JL:JJ
a5 e lgall (Sl s el Lol gl el i Lualidl cslia )yl gl Sle Lalseall ga 23 Sl 4.0 ﬂ.n..t_a-_r.uﬂ
LMM‘ le..uui:;}uL..Tl Caugs eI 9. dds pe A s culile sLaS| ol (Al La cilagles

ASAIL Jaws Gl e gl a5 11 S Lalietl (e Al Laluiaiig il 'H:’U“'—‘._FJ—'—"-‘-*J—'J“:“-G-U (o o
Lt g dy )98l il ipugidl CalaasY elila ¥l ISHIL d..nj.c-..J_nuL“._m_. al sl el Jadiyl ‘_JS_q:‘j‘g.:;Lga.‘.a‘ﬁﬂ
il 53N Jgimgll dayl guin 3 uala3s  (MFA) (ot galt 53 iaie 28sbliall S Aialinl 3l jaiiyal sl asdaig Lyl
4 r_;-di' & Jgeagll

Robotics and Autonomous Systems @13 ALSTLY | AtaiN g OilG gag I

A5ty prieaill g 2 gdel y IS cilelivall Cali a2l e JS 20 L13 ALa1 Ll Mﬁ1aguyj)_t1gma_qjﬁ:u
ity 'z*bjal:uu_mqulﬁqluwuﬁfswmmulyu 5,361 eslazantl ola e
~_1|..1._--'}? M}’L " ik | UL B P | EE_,_....a;au C_;..;a.U ot Jgogll aililece Lu' alss. | 4.41:.1}’|j~_1'l_'r_9.rn)ll.1 dls 5,1
2 oy Las gﬂ"--fujeﬁ;-"fps:—-l‘ﬁua-d.;-& ;n-*-LanJ_JS-u JUL S e calilaall Judass ol ol ) s
ﬁs:;.uaﬂz_taﬂpulmzmalaﬁ§*1aguyajjl;,_41 Slais oy @ gs yyadl Gladl ol jlazell Jlaall 2y a3
o raaatl (e iliasd Aontlan Saf LeS alaiomll ol isugill Aalaiin 48l yag dial Jlusil i¥gS 53950 35 99« J3umslle
ileladll Calisea 3 Loty lals Lals alanad| Aatai¥l g ciligsg Il et 2paa¥l Al (el

E R F]
4] .':Hf"
e “
P

Ou @il g @él_).'ayi élﬂljj}.ﬁli 913.” II:IL'FI.E:I:

Augmented Reality (AR), Virtual Reality (VR) and the Metaverse

Bllas t_i_g:,j. ey (Metaverse) (yu 13ldlg (VR) (ol ;5a¥1 2819315 (AR) j3all a8l g3t ol i = yglat
2ol FaVl Ul Gl g o asiimill g e ddaill g Busmantl Al Il s JSaculeliall calisea I LafI e Lgilaatas
cuganadl B Lg a5l



Fb_‘m” .J_SJ_).LMJ L"n'..L&' Lgl.u:—.nLM ML.;.:»JUWH '._1[_1LuJ| U_nﬂ_bLmuLmSt__q_‘ha_th.r.mﬂ ﬂ.\.éJL)S.u
in ,.J._'-Ll.r.u')'rl ﬂﬁL.....| _5' d.}t).r.a.ll ‘_)_ILJF_B-“ ﬁﬁM‘ -._I'LA_}LLA LL«.—»-J Lm.m'fl
:d_*-.}” wlcd_)_q_ﬂ 1 fea dasliagll ﬂ_lhj.l_'h.” 1._1|||_1L|_L.” i:l'J—'-'LI—I.u‘ anJ.;.auL_u.ﬂ paa 2 dlyi=ll d_r.n.n'ﬂ )l:lJLU r-l.].r..n| LJ“"

dn'ur_dj_iuja.u.u_w1f_n_uua1 u‘FM Lg_ﬂ ‘JH i:s...\_'-Lt_u.J.l d.JJ:uJJuuLn.La...'F|a..Lmd| L...."‘—""-g-"—‘" ,__ﬁ_n_ﬂ

‘;L.u-_r_ul u_...)__*.&';_.__;ﬂj_.,_)_g_ll |_3]|_5.u.u= may| |_3J|+._1L|.LE 3 t.:"'” "—"L""'""".P'UL:J":"—‘—""—' h_lJJJj:Ludj.ua_‘th LJP
4.1..1..L|.H uL..r.ElH a.l.i..ﬁ'_a..'&:.ﬂ ulr..]a'..a_-a-ﬂj ‘a...l_‘r_u.u.ﬂ -._1I|.1Lu th:J a.ihjﬁ d._:..m1 L..U

r-'-LIa.-J_)_._U d._mlfs‘ﬂ uL.LJ|J35.E_5u_u}n5L.J|J}mJJ_q.m tdhu.'ﬁjd._.ﬂl.ﬁa_lpjjl 1_)_._1_,..4.1' wﬁbﬁmy1 E"’dl
qJLq:-_.J.Ia.us..u:- |.Ln.1..n|.1.g_...m._,_u_).|3LLmi.T=l.a_1|J_LU =Ln_|.|..a.”u_..u_uj ‘awd.nlmquhuidzhﬂuhﬁ_ﬂ

.ﬂlaL,.uL_?.n_H__:..r_...u.n polaS Gadatg dla=ll eculosagnll Jda5 .40 CJ.-A.U e Joogll c__mj w:-.i:u.-.ull ) |

A5 el cilazegl! I3 (pa pual 28V 231501 5 5 5all 2Bl )l i 2 Asguadl biladl calugaa :3.13 )

Digital Twins dce3 J31 @i o=
Jalowtl 5 318 Lomal Lgal sieionl (Sl 3l coslubanl gl Zalai¥ ol 2Ll Jgun S A Lazn dpuial yinl @juﬁ duad y @51 53l
@3 g3l oY 1 a3 Bl Bule yIl g piacnnll g REAH oyl Lo Loy (abie e ciliandes 3.ead | 3 Laill 03aglg e cpaamill g
- 2 UL T o ﬂ;@@lﬁugnwmm;mfﬁ@;%ﬁ;ﬂj Ll 5 88 sl £.5 501
g Sl gk pumatlel s B0 TSt bzt 3 il o581 e Jiolbn Ayl 8l st &5 1
=bliy e MM @ Lgall S (JBL Jarew e cdd Baelafl 3ol Aaamat] Ll e cilaegll g ocnuliliatl e Mt
3!yl l o gl (pe daa® )l @81 gl Lplesdg )yl (it plas ol Ll a5l Jlacal &l usd o3I al g3l
Lgiadliusdiad i ﬁyj,.,:.‘! L;,.J;;L.;..::J 5 yaieull a8l J Ul g il 0555.8,48 Joomgdaslgn damenlin Bl e ooy

o @
=
5
=
"
%,
%

aslgll \ o
T
) ] '
||m||||n||:|||:||||:|||:||||:|||:|||||:||:|||||@I|| ol

M
.

T

I

bl ol Sl 4

d...l_1|_;................ |:q..._;..:-...| ‘_._.f..l:h_'l)l':n.u.n.n_l L_-'.'n_|.:||Lr1..:'.._|||.q...ﬁd.....L._.=-...r n._.L.L.u.. L'}.ﬁdJJL:h_.L.LE:h..r:.u&_r}; |:q._|.'|.|... u‘;.:r_n_BlquL.



A |

- 1
-

:‘:.,.1.5 Lq-_d ailas Lot M*j‘ 1""":‘-"""‘“:* ‘3.1.4.1-.11 ..1..1..'-

(yas 3ylall cilemgll (o Sty Latai¥ g bl Bileod @gn iyl (pa¥1 .1

s preall 2 Jymg!

5l A 0 85 Mgl sa skl pon A aadleililall o e 3 &G0 001 0032

.aﬂi}ﬂ1 Q1J1‘)_Ej1
Aal el ilam gl Ul 3al @) 43 el g5t Alsus.3
o o P D ORI St D | o

o praall S B ilusd Aol Asuganll A 255 Y 5

Al el @l ol S5, g pyma Glad Lualdl Lol s S555.6

- 4 .
Al el cilanmglt A1 @lsy Lolilasa¥l (1S3 Aalail [ a3 Y .7
ol sen oyl lalies (ol 13 Azl Boluilil g culigeg Il JR25Y .8
- o &
Al acilann d cpa il 2630 13200 55,9

Apmie 2 UL asl 381 31501 5 3all 2305l culiulat pesd ¥ .10

(10T) sLed¥i o ;501 3 g | Lgga!gs (i3 B yall gywt;,.ﬂ'ml,ﬂm o




A5 el Silanagil (ya (5G) ualsd! Jusd) SISLd dslasd aa)DU aie¥Wl puifoil i

i ¢ £ 3 E L
AN elaig el elSall Aetails Al b 1 A peuall (pa ¥ ploline e Alial aud

Jﬂ}hﬂjlﬁh&mﬂaJdiﬂﬂi}iQde?juaiﬁLuﬂ%Aﬂpd%?}iwéj ‘E'

®0e, -1l
L}
..'-'. [ ] ® a BEE
)

L]
L - . »
.- * u L

L]

!—\I_|| — 'i” r:lj'jr:]

Ministry oF Education
25 447

[ s

138



PWCTE VPRI PREPITI S PERUPOC PRTP VS PRITETNY |

Lgalasiul Hlalineg o8, plgul 2 a5l Cloglalipgiz 221 (@)

"En _of
‘D*' ' # :-.\_'
g @* = _u

— il Dji[f:j

HJ§9|HM=H




oot o ool ogllacl s 2l lim 25 )53 s 2 2821 Al cunal
3.8 381 A yuias cilaliia (LAY 5 jg tanll sl ianll oy e 3alan N IMA 5y g
s ¥ sue Cloey 3G e slame¥l laa olaiclId aag. Uayl y5edalanl g
Crilolgll dadou Gyl aial L gimdlan o = u_dl g | u_n"ﬂ l_t'l_l.l_"idu_ﬂ
gl e giuogas

Grsklgaliyila -l ailpns [ Slcusd Sy A wrie Tl Al el

13 2 Lay Lgiungy 3 @3 2SI QAR 3l paall (oS L oIl cloamall 50
s ol o g 02 tisgiesso g 3 guant] d et 3 e Al ] ol s g

J a3 L.Ja.;’lj SE VLSRR a_,.J.a.s'l Lj_.u 3_Sa) ;_,i_iu 3 atagiel et

:_1'4_1_95.11 80A d._ILA_‘-J

caredL e = ALt 4 {_,;th.am 1S3 2 J5e 3 Sl L,i‘iu ! J_._._.....Il

Loy @2 @ s

-

aasi il A€ 3] Lolems Tuall Aeaiipl il sumgily e Slaitl (ald
S ey ahs o pe o LESY lillaa M




5G Networks

Artificial Intelligence
(Al)

Asymmetric Key
Cryptography
' Cloud Computing

| Cryptography
Cybercrime Regulation

' Digital Twins
Hashing

. ::..I_nternet of Things (loT) |
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Machine Learning (ML)
i Private Key
: Public Key
| Quantum Computing

' Robotics and
Autonomous Systems

I Smart Cities

| Symmetric Key
Cryptography

Threat Intelligence
Analysis

' User Behavior Analysis
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